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1. GENERAL PROVISIONS

1.1. The policy of processing and protection
personal data (hereinafter referred to as the Policy)
in MOBIS MODULE CIS, LLC (hereinafter
referred to as the Company) establishes the main
principles, purposes and conditions for the
processing of personal data, the classification of
personal data and subjects of personal data, the
main participants in the processing of personal
data, the rights of subjects of personal data,
peculiarities of processing personal data of
employees, as well as requirements for the
protection of personal data implemented in the
Company.

1.2.  The purpose of this Policy is to implement
the requirements of the legislation of the Russian
Federation in the field of processing and ensuring
the security of personal data and ensure the
protection of human and civil rights and freedoms
when processing its personal data in the Company.

1.3.  The basis for the development of this Policy
are the Constitution of the Russian Federation, the
Labor Code of the Russian Federation, the federal
law 0f 27.07.2006. No. 152-FZ "On Personal Data"
and other applicable regulatory legal acts of the
Russian Federation (hereinafter - the Legislation
on Personal Data).

1.4.  The provisions of this Policy are binding for
all employees of the Company who have access to
personal data.

1.5. This Policy is posted on a public resource of
the Company, at information stands, including at
the site entrance, for general use by the Company's
employees. The Company has the right to choose
another way of ensuring unlimited access of
employees to this Policy.

1.6. The provisions of this Policy are the basis for
the organization of work on the processing of
personal data, the development of internal
regulatory documents governing the processing of
personal data.

1.7. The present Policy and amendments to it are
approved by the General Director of the Company
and are put into effect by the order on the
Company. All employees of the Company should
be familiarized with this Policy and changes
thereto and sign for confirmation of this.

1. OFIIME ITOJIOKEHUSA

1.1. TIlomutuka obpabotku H 3aLUTHI
NIEPCOHAJIbHBIX JaHHBIX (Hanee — [Tomurika) B OO0
«MOBHUC MOJYJIb CHI'» (namee — O6IecTso)
YCTaHABIMBACT OCHOBHBIC MPHHIMNGL, LETH M
yClIoBHA 00paGOTKH NEPCOHANBHBIX JIAHHBIX,
KIaCCHQHKALMIO  NePCOHANBHBIX  JaHHBIX M
CyOBEKTOB NEpPCOHANBHBIX JAHHBIX, OCHOBHBIX
YYaCTHMKOB Ipolecca 0OpaboTKH MepCOHANBHBIX
JaHHBIX, NIpaBa CyOBEKTOB NEPCOHANBHBIX JaHHBIX,
0COOEHHOCTH 00pabOTKH MEPCOHATBHBIX JIAHHBIX
pabOTHHKOB, a Takxe peanusyemeie B OOmecTBe
TpeGOBaHMA K 3alUTe IEPCOHATBHBIX JAHHBIX.

1.2. Lensto wHactosimed IlonuTUKM sBIAETCA
peanusauus TpeboBaHMii 3aKOHOmaTeNbcTBA PD B
obnactn 06paboTku u obecnieyeHus Ge30NacHOCTH
MEPCOHANBHBIX JAHHBIX U O0ECNeYeHHe 3aIUTHI
npaB W CBOOOA 4YeNOBeKa W TIpaKIaHHHA IIpH
00palboTKe ero MepcoHaILHBIX JaHHBIX B O6IIecTBa.
1.3. OcHoBaHMeM Ui pa3paGoOTKM HACTOSIICH
Ionutuku sensorcs Koscruryums Poccuiickoit
@enepanun, Tpymoeoit komeke Poccmiickoit
®enepanun, denepanbHeii 3akoH ot 27.07.2006r.
Nel152-@3 «O mepcoHaNbHBIX JAaHHBIX» M ApYyTUe
OEHCTBYIOIIME HOPMATHUBHBIE TMPABOBHIE AKTHI
Poccutickoit ®Deneparm (manee -
3aKOHOJATETBCTBO O IIEPCOHATIBHBIX JAHHEIX).

1.4. TlonoxeHus Hactosimed [ToNUTHKE ABALIOTCS
00s3aTenbHBIMM ~ IJIS ~ HMCOOJNHEHHS  BCEMH
pabotHukamu OG6IMecTBa, HMEIOIMMH JOCTYN K
HEePCOHATIEHBIM JAHHEIM.

1.5. Hacrosmas Ilonutvka pasmemaercs Ha
obmenoctynHoM pecypce OOmmecTBa , Ha CTEHAAX
WHGOPMUpOBaHHA, B TOM 4HCIE y BXOAa Ha
TEPPUTOPHIO 3aBOJA, Ui OOLIEro IOJB30BAHHUSI

paborHukamu  O6wmecTtBa. Kommanus Brpase
m30paTh HHO# crocob obecnieueHus
HEOTPaHMYEHHOTO  A0CTyna  pabOTHHKOB K

HacTtosmeii ITonutuke.

1.6. ITonoxenus Hacrosimei IlonuTHky SBIAIOTCA
OCHOBO#M [yl OpraHu3aly paboTel mo o0paGoTke
NEePCOHANIBHBIX JAHHBIX, pa3pabOTKH BHYTPEHHHX
HOPMATHBHBIX JOKYMEHTOB, PErIaMEHTHPYIOLIHNX
HOPs/IOK 00pabOTKH NEPCOHATBHBIX JaHHBIX.

1.7. Hacrosmas ITomuTika W W3MEHEHHS K HeEi
YTBEpXKIAr0TCA reHepaJIbHbIM JUPEKTOPOM
O6mecTpa 1 BBOAATCA NprKa3oM 1o Obimectsy. Bee
paborHuku O6IECTBa HO/DKHBI OBITH 03HAKOMIICHBI
IO POCIHCE ¢ NAaHHOH [IOMMTUKOMH 1 M3MEHEHUAMH
K Hell.




i
|
i

MOBIS

Orzen: lopunmaecinii
Bgeneno: 22.08.2017

000 «<MOBHC MOAY.JIb CHI» |

i HYUNDAI f Honutuka 06paborku 1 3amuTe! TICPCOHANTBHEBIX JAHHBIX
000 «<MOBMC MOZYJIb CHT»

Hoxyment Ne:
H3nano: 22.08.2017 |

f Penuzns Ne: 01
Hara pesmsun: _ .11.2020

[ 1.8. Basic definitions.

The following basic definitions are used in this
Policy:

Personal data — any information relating directly
or indirectly to a specific or identifiable individual
(subject of personal data);

Special categories of personal data — personal
data relating to race, nationality, political views,
religious or philosophical beliefs, health status,
intimate life and criminal record,;

The subjects of personal data — employees of the
Company and other persons specified in clause 3.4.
Of this Policy.

The operator of personal data — MOBIS
MODULE CIS, LLC in connection with the
organization and implementation, independently or
with other persons, of the processing of personal
data as a personal data operator, also determines
the composition of personal data subject to
processing, determines the purposes of processing
personal data, actions (operations), committed with
personal data, as well as ensures the protection of
rights and freedoms of subjects in the processing of
personal data and takes measures to ensure the
performance of duties provided for Federal Law
"On Personal Data" and regulatory legal acts
adopted in accordance with it.

Personal data processing — any action (operation)
or a set of actions (operations) performed using
automation tools or without using such tools with
personal data, including collection, recording,
systematization, accumulation, storage, refinement
(updating, modification), extraction, use, transfer

(dissemination, provision, access),
depersonalization, blocking, deletion, destruction
of personal data.

Automated processing of personal data -
processing of personal data by means of computer
facilities.

Dissemination of personal data — actions aimed
at disclosing personal data to an undetermined
number of persons.

1.8. OcHoBHBIE NOBsITHS,

B HacTosIIIeH Ionuruke
CJIETYIOIIHUE OCHOBHEIE MIOHSTHS:
Iepconaibnbie nanubIe — JH0Gas HHpOpManus,
OTHOCAIAACA  NPSMO WM  KOCBEHHHO K
OTPEJICICHHOMY HJIH ONpENeIEMOMy (BH3HUECKOM
nuiy (CyOBEKTY nepcoHANBHbIX JaHHBIX);
Crnennaibnbie KaTeropHd  NepCOHANbHBIX
AAHHBIX — [EPCOHANBHEIE JaHHbIE CyOBEKTOB
NIEPCOHANBHBIX AHHBIX, KAaCaIOIHECS PpacoBoi,
HAUHOHANEHOM NPHHAUIEKHOCTH, TIOMHTHIECKIX
B3MJAZIOB,  PEIMIMO3HBIX WM dunocodexux
yOexneHui, cocrosHus 3A0POBbS, HWHTHMHOI
JKH3HH U CYTUMOCTH;

Cy0bexTnI nepconaabHbIX naHHBIX - paboTHHKH
Komnanuu u npyrue JIMLa, yKasaHHbie B m. 3.4.
Hacrosimei [Tonmutuxmy.

Oneparop mnepconanbabIx AaHHBIX - 00O
«MOBUC MOJYJbL CHI» & CBSI3U ¢
OpraHM3aLMeH U OCYIIECTBICHHEM CaMOCTOSTEEHO
YA C IPYTHMH JTMLAMHK 06PaGOTKH TIepCOHATBHEIX
AGHHBIX B KA4Y€CTBE OMNEPaTOpa NEPCOHANBHBIX
JaHHBIX, TalOKEC  ONpEeNeNIAIONIEE  COCTaB
TEPCOHAIBHBIX MaHHBIX, TMOJICKALIAX obpabotke,
onpenensromee uemd o6paborku TIEPCOHAILHBIX
AaHHBIX, NEHCTBUs (omepauum), COBEpIIaEMEBIE C

HCIIONB3YIOTCS

NEPCOHATBHBIMU JaHHBIMH, a TaKxe
obecneurBaromiee 3aMTY MmpaB ®  cBOGOA
CyOBeKTOB 1pH 06paGoTke NIEPCOHATBHEBIX JaHHBIX

W IPUHUMAET Mephl 1711 06eCIeYeH s BBITIOHEHHUS
o0s3aHHOCTEH, npeaycMoTpeHHsix DenepanbHbIM
3ak0HOM «O NepCOHANBHBIX JAHHBIXY U TIPUHATHIMU
B COOTBETCTBMM C HUM HOPMATHBHBIMH TIPABOBBIMH
aKTaMH.

OGpa6oTka mepcona BHBIX AAHHBIX — JM060e
AeHCTBUE (Onepauys) wiu COBOKYITHOCTb JIeHCTRHIA
(omepanpit), COBEPIIACMEBIX C HCIOIB30BAHHEM
CPeICTB aBTOMATH3ALMH WM 663 HCIOJIB30BAHMS
TaKHX CPEICTB € MEepPCOHATEHBIMH JNaHHBIMH,

BKmOYas  cOop,  3ammce, CHCTEMATH3AIIHIO,
HAKOINEHHUe, XpaHeHue, yTouHeHHe (OGHOBIeHWe,
H3MEHEHHE), H3BJICYCHHE, HCTIONIb30BaHHE,
nepefady  (pacmpocrpaHeHue, TIpeOCTaBIICHHE,
JIOCTYI), obe3HunBaHue, Gnokupopanue,
YAQNICHU®, yHUITOXXEHHE ePCOHANBHBIX JAHHEIX.

ABTOMaTH3ApOBaHHAsN o0paGorka
IEPCOHANBHBIX AAHHBIX - obpabotka

TICPCOHABHBIX JaHHBIX C IOMOIIBIO CpencTB
BBIYHC/INTEIBHON TEXHUKH,

Pacnpocrpanenne HEePCOHANBHBLIX JAHHBIX
JefcTBus, HarpaBJIEHHbIC Ha PackpriTHE
NEePCOHANBHBIX AHHBIX HEONIPENeSICHHOMY Kpyry
JIHILL.
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Provision of personal data — actions aimed at
disclosing personal data to a specific person or a
defined circle of persons.

Blocking of personal data - temporary
termination of processing of personal data (except
for cases when processing is necessary for the
refinement of personal data);

Destruction of personal data — an action that
makes it impossible to restore the contents of
personal data in the personal data information
system and (or) as a result of which material data
carriers of personal data are destroyed.

Depersonalization of personal data — an action,
as a result of which it becomes impossible, without
using additional information, to determine the
belonging of personal data to a specific subject of
personal data;

Information system of personal data — a set of
personal data and information technologies and
technical means contained in databases that
provide the processing of personal data;

Cross-border transfer of personal data - transfer
of personal data to the territory of a foreign state,
to the authority of a foreign state, foreign physical
person or foreign legal entity.

Confidentiality of personal data — a mandatory
requirement for the operator not to disclose to third
parties and prevent the dissemination of personal
data without having a legitimate reason.

Protection of personal data - the operator's
activities aimed at preventing the leakage of
protected personal data, unauthorized and
unintentional impacts on the protected personal
data.

IlpenocTaB/ieHHe NEPCOHAJIBHBIX JAHHBIX —
nelcTBys, HanpasJIeHHbIE Ha  PacKpBITHE
NEPCOHAIBHBIX NAaHHBIX ONPEHENCHHOMY JIULY WM
OIIpeAeNIeMOMY KpYTy JIMLL.

bioxknpoBaHHe NEpPCOHANLHBIX JAHHBLIX —
BpPEMEHHOE [IpeKpalieHue 06paboTku
NIEPCOHANBHBIX JaHHBIX (32 HCKIFOYEHHEM CITy4acs,
ecnd 00paGoTka HeOOXOAMMA Ui  YTOUHEHWs
TIEPCOHAIBHBIX TAaHHBIX);

YHAuTOKeHHe  HePCOHAJBHBIX JAHHBIX —
HOeHCTBUA, B pe3ylbTare KOTOPHIX CTAaHOBUTCS
HEBO3MOXKHEIM BOCCTaHOBHTB cofiepIKaHHe
NEePCOHAJBHEIX  JaHHBIX B  HHGOPMAIMOHHOMH
CHCTEeME TMEPCOHANBHBIX MAHHBIX H (WIM) B
pe3yJbTare KOTOPBIX YHHYTOXKAIOTCS
MaTepHajIbHbIE HOCUTEIH NMEPCOHANBHBIX JAHHBIX.
OGe3HUNBAHHE NEPCOHAJBHBIX JAHHBIX —
OCHCTBUSA, B pe3yJIbTaTe KOTOPHIX CTAHOBHUTCS
HEBO3MOXHBIM Oe3 HCIIONIb30BAHUS
JOTIOJTHATENBEHOM uH(popMaLHH OTIPENEIINTh
MIPUHAIIEKHOCTH MEPCOHATIBHBIX JIaHHBIX
KOHKPETHOMY CyOBEKTY EPCOHATBHBIX JaHHBIX;
HNudopmannonnas cHCTeMa NEPCOHAJBHBIX
AQHHBIX — COBOKYNHOCTH COAEpXKaIuXcs B Oazax
JaHHBIX ITEPCOHANIBHBIX JIaHHBIX H
obecrneunBaroIMx HX obpaboTky
MHQOPMALIMOHHBIX TEXHOJOTHI M TEXHHYECKUX
CPEeICTE;

Tpancrpanuunass mepesaua  mePCOHAJBHBIX
AAHHBIX — M€pefaya IePCOHAIBHBIX JAHHBIX Ha
TEPPUTOPUIO HHOCTPAHHOTO TOCYAApCTBa, OpPraHy
BJIACTH HHOCTPAHHOT'0 I'OCYapCTBA, HHOCTPAHHOMY
¢duzHyeckomy B 1711\ WM HMHOCTPaHHOMY
FOPHINYECKOMY JIHLLY.

KongnaennuanbHOCTH HEPCOHAIbHBIX AAHHBIX —
obs3aTensHOE 14 coOMIONeHMs orepaTopom
TpeOOBaHME He PACKpHIBaTh TPETHUM JIMLAM H HE
JOMyCKaTh  PacHpOCTPaHEHHS  MEPCOHAIBHBIX
JaHHBIX 0€3 HATMYMSA K TOMY 3aKOHHOIO OCHOBAHHS.
3amuTa NEePCOHANLHBIX AAHHBIX — JEATEIBHOCTD
ONepaTropa, HampaBieHHAasd Ha MpeJOTBPaIlECHHE
YTEUKH 3allMIIAeMBIX MEPCOHAJIBHBIX [aHHBIX,
HECaHKUMOHMPOBAHHEIX M HelpeJHaMEePeHHBIX
BO3ICHCTBMI Ha 3alUUINaeMble TEPCOHANBHBIC
JIaHHBIE.

2.  PRINCIPLES AND PURPOSES OF
PERSONAL DATA PROCESSING

2.1. The Company, as the operator of personal
data, performs processing of personal data taking
into account the need to protect the rights and
freedoms of employees of the Company and other
personal data subjects, including protection of the

2. ITPMHITATIIBI 1 ITEJIT OBPABOTKH
HEPCOHAJIBHBIX TAHHBIX

2.1. O6mectro, SIBIISSICH onepaTopoM
NIEPCOHANBHBIX JAaHHBIX, OCYIIECTBIsSET 06paboTKy
MIEPCOHABHBIX JAHHBIX C YYETOM HEOOXOAUMOCTH
obecrieueHHs 3alIUTHl NPaB M CBOGO paGOTHHKOB
Komnanum ¥ apyrux cyGbeKTOB MEPCOHATBHBIX
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right to privacy, personal and family secrets, based
on the following principles:

2.1.1. Processing of personal data in the Company
is carried out on a legal and fair basis;

2.1.2. The processing of personal data is limited to
the achievement of specific, pre-determined and
legitimate purposes;

2.1.3. Do not allow the processing of personal data
incompatible with the purpose of collecting
personal data;

2.14.1t is not allowed to combine databases
containing personal data, processing of which is
carried out for purposes incompatible with each
other;

2.1.5. Only personal data suitable for processing
can be processed by the Company.

2.1.6. The content and volume of the processed
personal data corresponds to the stated processing
objectives. The redundancy of the processed
personal data in relation to the stated purposes of
their processing is not allowed;

2.1.7. The accuracy of personal data, their
sufficiency and, if necessary, the relevance for the
processing of personal data are ensured when
processing personal data. The Company shall take
the necessary measures or ensure their acceptance
for the removal or updating of incomplete or
inaccurate personal data.

2.1.8. The storage of personal data is carried out in
a form that allows the subject of personal data to be
determined not longer than that required by the
purpose of processing personal data if the period of
storage of personal data is not established by
federal law, a contract to which the subject of
personal data is a party whose beneficiary or
guarantor is the subject of personal data;

2.1.9. Processed personal data is destroyed or
depersonalized upon the achievement of treatment
objectives or in the event of a loss of the need to
achieve these goals, unless otherwise provided by
federal law.

2.2. Personal data is processed in the Company for
the following purposes:

2.2.1. Ensuring compliance with the Constitution
of the Russian Federation, legislative and other
regulatory legal acts of the Russian Federation,
local regulatory acts of the Company;

AQHHBIX, B TOM WYHCI€ 3allUThl MpaBa Ha
HCTPUKOCHOBEHHOCTh YACTHOH JKH3HH, JIHYHYIO U

CeMEeHHYI0 TaliHy, Ha OCHOBe CIIEYIOIHX
IIPUHLIKIIOB:

2.1.1. obpaGotka mepcoHANBHBIX JNaHHBIX B
Obmectee ocymecteiasercs Ha 3aKOHHOM H
CIIpaBeIJINBOL OCHOBE;

2.1.2.  obpaGoTka  mepcOHANBHBIX JaHHBIX
OTPaHMYHBACTCA  NOCTIDKCHHEM  KOHKDETHBIX,

3apaHee ONpe/Ie/ICHHbIX H 3aKOHHBIX IIeJiei;

2.1.3. He momyckaetcs 06paboTka nepcoHANBHBIX
A@HHBIX,  HECOBMECTMMas ¢ melsMH  cGopa
NCPCOHANIBHBIX JaHHBIX;

2.1.4. He nomyckaetcs o6benUHeHHe Ga3 JaHHBIX,
CONCpXAIlMX MEPCOHAIBbHBIE NaHHble, 0OpaGoTKa
KOTOPEIX OCYILIECTBJISIETCS B nensx,
HECOBMECTHMBIX MEXAY COBOi;

2.1.5. obpaGoTtke momrexar TonpKo TICPCOHAJTLHEIE
JaHHBIE, KOTOPBIE OTBEYAOT LEISIM MX 06paboTku;
2.1.6. conepxanve u ob6BeM obpabaTsiBaeMBIxX
NEPCOHATBHBIX JAHHBIX COOTBETCTBYET 3aSBICHHBIM
uenaM obpaborku. He pomyckaercs u36errounocts
00pabaTbiBAEMbIX  TEPCOHATBHEIX  NAHHBIX 1o
OTHOLICHHIO K 3a5BJICHHBIM LEMAM HX 06paboTKu;
2.1.7. npu o6pa6otke MEPCOHABHBIX JaHHBIX
06ecreunBaloTCa TOYHOCTS NEePCOHANILHBIX JAHHBIX,
MX NIOCTATOYHOCTb, a B HEOOXOMMMBIX CIyuasx
aKTyaJlbHOCTE 10 OTHOIUEHHIO K LE/IIM 06paboTku
MIEPCOHANBHEBIX JIaHHBIX. B O6mectpe
TIPHHMMAIOTCS  HeoGXomumble  Mepsl b0
obecneunBaeTCs MX NPHHATHE 11O YIQJICHHIO WM
YTOYHEHHIO HETIOJHBIX WIn HETOYHBIX
NIEPCOHAJIBHBIX JAHHBIX,

2.1.8.  xpanenue NIEPCOHANIBHBIX  JIaHHBIX
OCymecTBisercd B Qopme,  mosBonsromeii
OTpENENUTh CYGBEKTa MIEPCOHANBHBIX NAHHBIX, He
AOIBLIC, HeM Toro TpeGyloT uemu obpaGoTky
TICPCOHANIBHBIX  AHHBIX, €CIM CPOK XpaHeHHs
NICPCOHANBHBIX  [JaHHBIX He YCTaHOBJIEH
dbenepanbHeM  3aK0HOM, AOTOBOPOM, CTOPOHOM
KOTOpOTo, BBITOZIONpUOOpeTaTeieM Win
TIOPYHHUTENIeM MO KOTOPOMY SBAS€TCA CyGbeKT
MePCOHAJILHBIX TAHHBIX;

2.1.9. obGpaGareiBacMbIe TIEpCOHANIbHEIE  JIAaHHEBIE
YHHYTOXAIOTCA MO0  o0e3nMuuBaoTcs 1Mo
AOCTWKEHMH uened o6paGoTku wim B ClTydae
YTPaTe! HEOOXOAUMOCTH B JOCTHKEHHH HTHX Lesei,
CClM MHO® HE IpPeayCMOTPeHO (eaepaIbHbIM
3aKOHOM.

2.2 TlepconansHble aHHbBIE obpabatsiBatoTcss B
Obmectse B nemix:

2.2.1. obecnevenns cobmonenus KoHcturynum
Poccuiickoit Oepepanun, 3aK0HOAATENBHBIX M HHBIX
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2.2.2. exercise of the functions, powers and duties
imposed by the legislation of the Russian
Federation on the Company, including the
provision of personal data to public authorities, the
Pension Fund of the Russian Federation, the Social
Insurance Fund of the Russian Federation, the
Federal Compulsory Medical Insurance Fund,
Other state bodies;

2.2.3. Regulation of labor relations with the
Company's employees (assistance in finding a job,
training and promotion, ensuring personal safety,
monitoring the quantity and quality of work
performed, ensuring the safety of property);

2.2.4. Attraction and selection of candidates for
employment in the Company;

2.2.5. Providing the Company's employees and
members of their families with additional
guarantees and  compensations, including
voluntary medical insurance, collective insurance
against accidents and diseases, and other types of
social security;

2.2.6. Protection of life, health or other vital
interests of subjects of personal data;

2.2.7. Preparation, conclusion, execution and
termination of contracts with counterparties;

2.2.8. Provision of access and in-house regimes at
the Company's facilities;

2.2.9. Formation of reference materials for internal
information support of the Company's activities;

2.2.10. Execution of judicial acts, acts of
other bodies or officials subject to enforcement in
accordance with the law of the Russian Federation
on enforcement proceedings;

2.2.11. Implementation of the rights and
legitimate interests of the Company in the
framework of carrying out the activities provided
for by the Charter and other local regulatory acts of
the Company, or third parties or achieving socially
significant goals;

2.2.12. other legitimate purposes.

MpaBOBHIX aKTOB  Poccuiickoii
JIOKQJIbHBIX HOPMATHUBHEIX  aKTOB

HOPMAaTHBHEIX
®eneparyn,
O6mecTBa;
2.2.2. ocymecTiaeHus (GYHKIUHMH, MOTHOMOYHH H
006513aHHOCTEH, BO3JIOXXEHHBIX 3aKOHOJATEbCTBOM
Poccuiickoit @eneparmu Ha O6IECTBO, B TOM YHCIIE
MO MPEeJOCTABICHHIO [IEPCOHANBHBIX JAAaHHBIX B
OpraHbl rocy1apCTBEHHOH BiIacTH, B IleHCHOHHBIM
doun  Poccmiickoit  ®emepaupm, B  DoHx
COLMAIILHOTO CTpaxOoBaHHS Poccuiickoii
®enepauuy, B Penepaishbiii GoH 0643aTEIBHOTO
MEMIHHCKOTO CTPAaXOBaHHA, a4 TaKkXKe B HHBIC
roCy/lapCTBEHHBIE OpTaHbl;

2.2.3. perynupoBaHHMS TPYIOBHIX OTHOIICHHH C
paboTHHKAMU ObmectBa  (comeiicTBre B
TPYIOYCTPOHCTBE, OOyUEHHE M MNPOABMKEHHE IIO
cimyxbe, obecriedeHue JM4HOW 6Ge3omacHOCTH,
KOHTPOJE KOJIMYECTBA M Ka4yeCTBAa BHITIOIHAEMOL
paboThl, obecredeHre COXPaHHOCTH HMYLIECTBA);
2.2.4. npuBneyenue u 0T60p KaHAMAATOB Ha PaGoTy
B OG1ecTse;

2.2.5. npenoctaBneHus paborHukam O6mmecTBa W
YiIeHaM WX CeMe# JONOIHUTENbHBIX rapaHTHi W
KOMIIEHCAlli, B TOM 4Hcle, HOGPOBOJBHOrO
MEIHUIIMHCKOIO  CTPaxOBaHHs, KOJUIEKTHBHOTO
CTpaxoBaHUs OT HECUACTHBIX CTy4vaeB U Goe3Heil, n
OPYTHX BHIOB COLMAIBHOTO 00eCIICUEHHS,;

2.2.6. 3aUTB JKU3HM, 3[0POBbS WIM HHBIX
KM3HCHHO  BaXKHBIX  HMHTEPECOB  CYOBEKTOB
NEPCOHANBHEBIX JaHHBIX;

2.2.7. NONrOTOBKH, 3aKIFOYEHUH, WCIOJHEHHA H
MPeKpaIEeHys JOrOBOPOB ¢ KOHTPareHTaMH;

2.2.8. obecrieueHus MPOITyCKHOTO H
BHYTPHOOBEKTOBOTO  PEXHMOB Ha  0GBEKTax
O6mecTaa;

2.2.9. popmupOBaHHUS CIIPABOYHBIX MATEPHATIOB IS
BHYTPEHHET0  HMH(GOPMAIHOHHOTO  OOecredeHns
nestenbHOCTH OOIeCTBa;

2.2.10. ucrnionHeHu cyeOHBIX aKTOB, aKTOB APYTHX
OpraHoB WIH JO/DKHOCTHEIX JIHI[, ITOJUICKAIIHUX
HCIIOJTHEHHIO B COOTBETCTBUH C 3aKOHOAATENBCTBOM
Poccuiickoii ®emepauus 06 HMCIOTHUTEIBHOM
TIPOM3BOACTEE;

2.2.11. ocylecTBieHWs TpaB M 3aKOHHBIX
uHTepecoB OOlIecTBa B paMKax OCYINECTBIECHHS
BUJIOB JIEATEJIbHOCTH, NPELYCMOTPEHHBIX YCTaBOM
W HHBIMH JIOKQJBHBIMH HOPMATHBHBIMH aKTaMH
Komnanuu, wid TpeTbuX Jmy Ju60 JOCTHXKSHHS
00IeCTBeHHO 3HAYUMBIX L€

2.2.12. B MHBIX 3aKOHHBIX LIENISAX.
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3. CLASSIFICATION
OF PERSONAL DATA AND PERSONAL
DATA SUBJECTS

3.1. Personal data is any information directly or
indirectly related to a personal data subject - a
certain or determined individual. Thus, the
following information can be assigned to the
category of personal data:

- Full Name;

- Date and place of birth;

- information on citizenship;

- type, series, number of the identity document,
date of issue, name of the issuing authority;

- address (place of registration) at the place of
residence, address of actual residence;

-numbers of work, home, mobile phones or
information about other means of communication;
- requisites of the certificate of compulsory
pension insurance;

- identification number of the taxpayer;

- requisites of the OMS certificate;

- requisites of the marriage certificate;

- information on marital status, family
composition and close relatives, processed in
accordance with the legislation of the Russian
Federation;

- information on labor activity;

- Information on military registration and
requisites of documents of military registration;
- information on education, requisites of
documents on education, the direction of training
or specialty on the document on education,
qualifications;

- Information about the degree;

- information about foreign languages, including
the level of knowledge;

- picture of the employee;

- information on professional retraining and (or)
professional development;

- the results of a medical examination of the
employee with respect to fitness for work;

- information on annual paid holidays, holidays of
employees, who combines work with training
(study holidays) and leave without pay;

- Information on wages, bank account details for
| the transfer of wages and social benefits;

3. KJIACCHO®UKAIIMS HNEPCOHAJIbHBIX
AAHHBIX 1 CYFBEKTOB
HNEPCOHAJBHBIX JAHHBIX
3.1. TlepcoHambHEIMEH naHHEME SBygeTCA J0Oas
MH(OPMALWS, NPAMO HJTH KOCBEHHO OTHOCSALIAACA K
CYOBEKTY NePCOHANBHBIX JaHHbLX - OIpezeIeHHOMY
WK omnpefenseMoMy $usmyeckomy Juny. Takum
obpasom, k KaTeropuH NEePCOHANBHBIX NAHHBIX

MOTYT GBITh OTHECEHBI CICAYIOILUE CBEACHHS:

- bamumas, ums, OTYeCTBO;

- 7laTa ¥ MeCTO POXKACHHS,

- CBEJICHHA O TPaXKAAHCTBE (monnancree);

- BUJL, Cepusd, HOMep JOKyMEeHTa, YAOCTOBepsrOLIErO
JIMHOCTD, 1aTa BBI/Ia9H, HAMMEHOBAHHE BHIIABLIETO
opraHa;

- a7ipec (MecTo perucTpanun) no MECTY JKUTEIBCTBA,
anpec hakTHIECKOro TIPOKHBAHMS;

-HOMepa  paboumx, AOMAIIHUX,  MOOMJILHBIX
TEIe(YOHOB MM CBefieHM o JPYTHUX CpeacTBax
CBA3H;

~ PCKBH3HTBI  CBUIETENECTBA  0GA3aTEIBHONO
TICHCHOHHOT'O CTPAaXOBAHHA;

- UICeHTHOHKAIIMOHHBIN HOMep
HanoronJIaTeNbIIMKa;

- PeKBU3HTHI Moymca OMC;

~ PCKBH3HTEI CBUICTENBCTBA O Gpaxe;

- CBELICHHS O CEMEIHOM MONI0KEHHH, COCTABE CeMbH
H OnusKux POACTBEHHUKAX, 0oOpabaTsiBacMbie B
COOTBETCTBHM C 3aKOHOAATENBCTBOM PD;

- CBENICHUS O TPYAOBOM JesTeNbHOCTH,

"CBCICHHA O BOMHCKOM YyYeTe M PeKBH3HTHI
AOKYMEHTOB BOMHCKOTO yyeTa;

- cBeneHms o6  obpasoBaHMH,  pexBH3HTHI
AOKYMEHTOB 06  06pasoBaumu, HanpasJieHue
TIOATOTOBKYU WITH CHELMAIBLHOCTD O JOKYMEHTY 06
obpa3oBanum, KBanudukanws;

- CBEZIEHHA 00 y4eHO cTeneHu;

- CBENICHUA O BJIAJICHUM HHOCTPAHHBIMH A3bIKaMH,
BKJIIO4as yPOBEHb BIIAJICHHS;

- doTorpadus paGoruka;

- CBEAICHUS O MPOYECCHOHANBHOM MePenoaroToBke
U (WJIM) NOBBILICHAN KBaTHDUKALHY;

~ PE3YIBTaTBl  MEAMUMHCKOro  ofcienopanms
PaGoTHHKA Ha MpeaMeT rogHOCTH K BBITIOJTHEHHIO
TPYIOBBIX 0043aHHOCTEH;

= CBE/ICHHUS O €KETOMHBIX OIIAYMBACMELX OTITyCKaXx,
OTIyCKaX PaGOTHHKOB, COBMEILAOIIIX paboty ¢
oby4eHHeM (Y4eGHBIX OTIyCKax) M OTIycKax Ge3
COXpaHeHHs 3apaGOTHO#M mIaThL;

- CBONICHUA O 3apaGoTHOH InaTe, pPeKBH3HTHI
GaHKOBCKOrO cueTa s NIEPEYNCIICHHA 3apaboTHOM
TINaThl ¥ COUANBHBIX BLITUIAT;

- APYIUe NepCOHANbHEIE JaHHEIe.

3.2.  O6paborka CHCUMANBHBIX  KaTeropuii
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- other personal data.

3.2. The processing of special categories of
personal data relating to race, nationality, political
views, religious or philosophical beliefs, intimate
life, is not carried out in the Company.

3.3. The Company has the right to process a
special category of personal data relating to the
health status of the personal data subject to the
extent necessary for the organization of
preliminary and periodic medical examinations for
employees.

3.4. The Company performs processing of personal
data of the following categories of Personal Data
Subjects:

* Individuals who are Candidates for filling
vacancies in the Company; ’

* individuals who are employees of the
Company;

* Individuals who perform work or provide
services in accordance with a contract of a
civil-law nature concluded with the
Company;

* Individuals representing the interests of a
legal entity that has concluded or intends to
conclude contractual relations with the
Company in connection with the Company's
implementation of administrative and
economic activities (Representatives of the
counterparty);

* Individuals whose personal data are made by
them publicly, and their processing does not
violate their rights and meets the
requirements established by the Legislation
on Personal Data;

* other individuals who have expressed their
consent to process the Company's personal
data.

34. List of actions with personal data, a
description of the ways of processing personal
data:

* Collection of personal data
Recording of personal data
Systematization of personal data
Accumulation of personal data
Storage of personal data
refinement (updating, changing) personal
data
Use of personal data
Dissemination of personal data
Blocking of personal data

NEPCOHANIBHBIX [JAaHHBIX, KACAIOLIMXCA PacOBOIi,
HaIlMOHATIGHOM TIPHHAMJIEXXHOCTH, IONUTHYECKHUX
B3[TIAN0B,  PEIUTHO3HBIX WIH  (uiocodekmx
yOexneHui, UHTUMHOM Jku3Hy, B OOmmecTBe He
OCYILECTBIIIETCS.

3.3. O6mecTBO BrpaBe OCYMIECTBIIATH obpaborky
CICUHANBHON KaTerOpHH MEPCOHAIBHBIX AaHHBIX,
Kacaloleicss COCTOAHMA 310poBbi  Cy6bexra
NEPCOHANBHEIX JaHHBIX B 00BEME, HEOOXOIHMOM

b0 OpraHU3aLHH TIPEABAPHTENHHBIX u
NEPHUOUYECKUX  MEHLHHCKHX OCMOTPOB IS
pabOTHHKOB.

3.4. OO6wectBO  ocymIecTBIsET 06pabotky

[IePCOHANBHBIX JIaHHBIX CHEAYIOMHX KaTeropuii
CyOBeKTOB MepCcOHANILHBIX JaHHBIX:
*  (dusnyeckue nuua, seamommecs Kangunaramu
Ha 3aMelleHIe BaKaHTHBIX TOJDKHOCTEMH B
OomiecTse;

*  (uznyeckue nuua, sesrompecs PaGotuukamu
O6iecTBa;

* ¢usHYeCKHe JHMI, BHIMOMHSIOMME DaGOTHI
160 OKA3BIBAIOIIME YCIyTH B COOTBETCTBUH C
3aKMO4YeHHBIM ¢ OOmecTBOM  IOroBOpoM
IpaXKAaHCKO-IPaBOBOTO XapaKTepa;

L4 (I)HSI/I‘IGCKPIC JIana, IIPEACTaBIIAIOIIHE
HHTEPECHI OPHIHYCCKOTO JIna,
3aKTIOYUBLIETO HIH HaMeEpeBaroerocs

3aKmouuTh ¢ OGmecTBOM  JOroBOpHBIE
OTHOWIEHMS] B CBA3M C OCYHIECTBIICHHEM
O6mecTBOM aJIMHHKICTPATHBHO-
XO3IHCTBEHHOM JEATENLHOCTH
(ITpencraBureny KOHTpareHTa);

*  (usmueckue MULA, IEPCOHATBHbIE JAHHEIE
KOTOPBIX CAeNaHbl UMH OOLIEAOCTYMHBIMH, a
ux 06paboTka He HapyLIaeT UX NpaB U
COOTBETCTBYET TPEOOBAHHSM, YCTAHOBJICHHBIM
3aKOHO/IATENILCTBOM O MEPCOHATBHBIX

JIaHHBIX;
® MHble (QH3HYECKME JIHLA, BHIPA3HBILHE
cormacie Ha 00paGotky O6mecTBoM Hx
NEPCOHAIBHBIX JAHHBIX.
3.5. TlepeueHs peficTBHIi ¢ NEPCOHATBHBIMH
AaHHBIMM,  OMHCaHHWE  cnoco6oB  06paGoTKH
NEPCOHABHBIX TAaHHBIX:
¢ CO6op MepcoHATBHBIX JaHHBIX
®  3amuch NepPCOHANBHBIX JaHHBIX
e CucTeMaTH3aLMH IEPCOHATBHBIX JAHHBIX
* HakomeHHe nepcoHaNbHBIX TaHHbIX
® XpaHeHHe NEePCOHANBHBIX JAaHHBIX
¢  VrtouHeHue (obHoRBTEHME, HM3MEHEeHUe)
MEPCOHATBHBIX JaHHBIX

e UcnonssoBanue INePCOHAIBHBIX AAHHBIX
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¢ Destruction of personal data
3.6. Processing of personal data is carried out by:

® Obtaining information containing personal
data in oral and (or) written form directly
from subjects of personal data;

* Providing originals and copies of necessary
documents by subjects of personal data;

e Copying of documents;

* Receiving personal data when sending
inquiries to state authorities, state extra-
budgetary funds, other state bodies,
commercial and non-commercial
organizations, individuals in cases and in
accordance with the procedure provided for
by the legislation of the Russian
Federation.

¢ Fixing (registration) of personal data in
journals, books, registers and other
accounting forms;

e Entering personal data into personal
information systems;

* Use of other means and ways of fixing
personal data obtained in the framework of
the activities carried out.

¢ PacnpocTpaHeHue nepcoHaIbHBIX JAHHBIX
*  bIIOKHpOBaHHE MEPCOHANBHBIX JAHHBIX
¢  VHMYTO)XXCHHE NEPCOHAIBHBIX JAHHBIX

3.6. O6pabotka NEPCOHANBHBIX  JAaHHBIX
OCYIIECTBIISETCS ITyTEM:
e Ilonydenus HHPOPMALIHH, coaepxainei

NECPCOHANBHBIE NaHHBIE, B YCTHOM H (WiM)
NHCbMEHHOH (opMe HENOCPENCTBEHHO OT
CyOBEKTOB MEPCOHAIBHBIX JaHHBIX;

¢ Tlpemocraenenns cyGheKkTaMM IEPCOHANBHBIX
JaHHBIX OPHTHHAJIOB M KOIM HEOGXOOMMBIX

JIOKyMEHTOB;
KommpoBanus 1OKyMeHTOB;

IlonyyeHuss nNepCOHANBHBIX MHAaHHBIX TIpH
HarpapJIeHHU 3aIpocoB B OpraHsl
TOCYAapCTBEHHOH BJIACTH, TOCYAAPCTBEHHBIE
BHEOIOKETHBIE ¢doumgsL, VHbIe

FOCYIapCTBEHHBIE OPraHBl, KOMMEpYECKHE H
HEKOMMEPYECKHE OpTaHM3al|H, (GU3MYECKIM

JHLaM B CITydasx H HOpAZKe,
MPEIYCMOTPEHHBIX 3aKOHOAATEILCTBOM PD.
e @ukcanuu (PerucTpalM) MEPCOHATBHBIX

AaHHBIX B JKypHajlaX, KHHTAX, peecTpax M
JPYTHX YYETHHIX (opMax;

e BneceHHs TEPCOHANBHBIX  JaHHBIX B
MH()OPMALIMOHHBIE CHCTEMBI TIE€PCOHATBHBIX
JAaHHBIX

e Hcnonp3oBaHWA HMHBIX CPeJCTB H CHOCOGOB
¢bukcauuu NePCOHAIBHBIX JaHHBIX,
NONy4aeMBIX B paMKaX OCYIIECTBISEMOM
JEATeTbHOCTH.

4. FUNCTIONS OF
"MOBIS MODULE CIS", LL.C
IN THE IMPLEMENTATION OF
PERSONAL DATA PROCESSING

4.1.
data:
4.1.1. Takes measures necessary and sufficient to
ensure compliance with the requirements of the
legislation of the Russian Federation and local
regulations of the Company in the field of personal
data;

4.1.2. Takes legal, organizational and technical
measures to protect personal data from
unauthorized or accidental access to them,
destruction, modification, blocking, copying,
provision, dissemination of personal data, as well
as other illegal actions in relation to personal data;

Company in the processing of personal

4.1.3. Appoints the person:

4. ®YHKOHX 000 «MOBHUC MOJY.Ib
CHI» ITPH OCYHIECTBJIEHAHA
OBPABOTKH NEPCOHAJILHBIX JAHHBIX

4.1. OOwecTBO mpH  OCYLIECTBICHUH
00pabOoTKH NEePCOHANIBHEIX JaHHBIX:
4.1.1. npuHMMaeT Mepsl, HeOGXOAHMBIE W
JOCTaTOYHBIE 1A OOECHEYEHH BBHINOIHCHHS
TpeOOBaHMIA 3aKOHOJATENbCTBA Poccuiickoii
@enepalid M JIOKAIBHBIX HOPMATHBHBIX aKTOB
OG6mecTBa B 0671aCTH NEPCOHATBHBIX JAHHBIX,
4.1.2. NpuHMMAaeT MPABOBBIE, OPraHM3AIUOHHbIC H
TEXHHYECKHE MEPHl Ui 3alOMTHl MEPCOHATBHBIX
AaHHBIX OT HENMPaBOMEPHOTO WM CJy4aiiHOro
AOCTYNa K HHM, YHUYTOXEHHs, W3MEHEHUS,
ONOKMpPOBaHMs, KOIMPOBAHHSA, IIPEJOCTABIICHHS,
PacnpoCTpaHEHU NEPCOHATIBHBIX JAHHBIX, a TAKKE
OT UHBIX HETIPABOMEPHBIX ACHCTBHI B OTHOLICHUH
MEPCOHANBHbIX JAHHBIX;
4.1.3. Ha3HaYaeT JIKNo,
- OTBETCTBEHHOE 32 OPraHH3alMI0 O00pPaboTKH
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- responsible for organizing the processing of
personal data in the Company;

- responsible for the protection (ensuring the
security) of personal data;

4.1.4. Acquaints employees of the Company who
directly process personal data with the provisions
of the legislation of the Russian Federation and
local regulations of the Company in the field of
personal data, including requirements for the
protection of personal data, and training of these
employees;

4.1.5. Publishes or otherwise provides unrestricted
access to this Policy;

4.1.6. Informs the subjects of personal data or their
representatives about the availability of personal
data relating to the relevant entities in the
established manner, provides an opportunity to
familiarize themselves with these personal data
when applying and / or receiving requests from
specified subjects of personal data or their
representatives, unless otherwise provided by the
legislation of the Russian Federation;

4.1.7. Terminates processing and destroys
personal data in cases stipulated by the legislation
of the Russian Federation in the field of personal
data;

4.1.8. Performs other actions provided for by the
legislation of the Russian Federation in the field of
personal data.

NePCOHAJIBHBIX NaHHBIX B OOLIECTBE;

- OTBETCTBEHHOe 3a 3ammury (obGecmedeHue
6e30MacHOCTH) MEPCOHANBHBIX JAHHbIX;

4.14. ocymecTnseT O3HaKOMIEHHE DPaGOTHHKOB
O61mecTBa, HEMOCPEACTBEHHO OCYINECTBISIOMMX
o6paboTky NEPCOHAIBHEBIX JIAHHBIX, c
TOJIOKCHUAMHM  3aKOHOHATENbCTBA  PoccHiickoii
Denepalii ¥ JIOKAJIBHBIX HOPMATHBHEIX aKTOB
Komnanuu B 06:1acTr nepcoHaibHEIX JaHHBIX, B TOM
4HCie TPeOOBaHMAMM K 3allMTe MEPCOHAIBHBIX
AaHHBIX, H 00yYeHHe yKa3aHHBIX paGOTHHKOB;
4.1.5. my6nuxyeT Win uHEIM 06pa3oM obecriedrBaeT
HEOrpaHHYeHHBIH JOCTYN K HacTosimielt [Tomurrke;
4.1.6. coobmaer B yCTaHOBJICHHOM MopaaKe
CyObEKTaM NEPCOHAIBHBIX JAaHHBIX HIH HX
NPEACTaBUTENIM  HMHPOPMAIMI0O O  HAIHYKH
NEPCOHANBHBIX  JAHHBIX,  OTHOCAIIMXCA K
COOTBETCTBYIOIMM  CYOBEKTaM, TPENOCTABISAET
BO3MOKHOCTh O3HaKOMJICHHS c 3TUMH
[IepCOHANBLHBIMH AaHHBIMH NPH OOPAICHAH | (HTH)
NOCTYIUICHHH  3alIPOCOB  YKa3aHHBIX CYOBEKTOB
HEPCOHANBHBIX JAHHBIX MM HX NPEACTAaBHTENei,
€CIM HHOC HE YCTaHOBJEHO 3aKOHOAATeTbCTBOM
Poccuiickoii ®enepaimu;

4.1.7. npekpamaer o06paGoTKy M YHHYTOXKAET

IIEPCOHAIbHBIE JaHHBIE B clydasx,
NIPETyCMOTPEHHBIX 3aKOHOJATEIbCTBOM
Poccuiickoit ®enepaiyy B 061acTH MepcoHaTbHBIX
JAHHBIX;

4.1.8. COBEpIIaeT HHBIE JelCTBH,
IpEeyCMOTPEHHEIE 3aKOHOJATENECTBOM

Poccuiickoit ®enepanun B 06macTi nepcoHATEHBIX
JaHHBIX,

5. RIGHTS OF PERSONAL DATA
SUBJECTS AND PROCEDURE FOR
CONSIDERATION OF APPEALS

(REQUESTS)

5.1.  Subjects of personal data are entitled to:
5.1.1. Full information about their personal data
processed in the Company;

5.1.2. Access to their personal data, including the
right to receive a copy of any record containing
their personal data, with the exception of cases
provided for by federal law, as well as access to
relevant medical data by a medical specialist of
their choice;

5.1.3. Clarification of their personal data, its
blocking or destruction in the event that personal
data are incomplete, obsolete, inaccurate, illegally

S. IPABA CYBBEKTOB IIEPCOHAJILHBIX
HJAHHBIX HOPSIIOK PACCMOTPEHUSI
OBPAIIEHWH (3AITPOCOB)

5.1. CyOBeKTsl NepCOHANBHBIX HAHHBIX MMEIOT
IIpaBo Ha:

5.1.1. monHyto mHGOpMALIIO 06 HX MEPCOHATBHBIX
AaHHBIX, 00pabaTsiBaeMbIX B O6ImecTBe;

5.1.2. mocTym K CBOMM NEpPCOHATHHBIM JIaHHBIM,
BKJIIOYas IpaBO Ha [ONy4YeHHWE KOOMH OGO
3aIucy, COAepIKaLlel X NepCOHATBHBIE JaHHBIC, 3a
HCKITIOYCHHEM ClTy4aee, IIPEIyCMOTPEHHEBIX
GenepanbHBIM 3aKOHOM, a TaKKe Ha JAOCTYH K
OTHOCAIIMMCS K HHMM MEOWIMHCKHMM JaHHBIM C
MOMOLUBIO MEJHULIMHCKOTO CIENMAIACTA IO HX
BBIOODY;

5.1.3. yTouneHue CBOMX MEPCOHANBHBIX JAHHEIX, MX
6II0KMpOBAHHE HIIM YHHYTOXEHHE B CIyd4ae, eciu
[IEPCOHANILHBIC JAHHBIC SABJISIOTCS HEMONHBIMH,
YCTapeBIIHMH, HETOYHBIMH, HE3aKOHHO
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obtained or not necessary for the stated purpose of
processing;

5.1.4. The withdrawal of consent to the processing
of personal data;

5.1.5. Adoption of legal measures to protect their
rights;

5.1.6. Appeal against the action or inaction of the
Company, carried out in violation of the
requirements of the legislation of the Russian
Federation in the field of personal data, to the
authorized body for the protection of the rights of
subjects of personal data or to the court;

5.1.7. Exercise of other rights provided for by the
legislation of the Russian Federation.

5.2. The information according to clauses 5.1.1
and 5.1.2 is provided to the personal data subject or
his representative by the Company's unit
processing personal data, upon appeal or upon
receipt of a request.

5.3. The request should contain the number of
the main document confirming the identity of the
personal data subject or its representative,
information on the date of issue of the document
and the body that issued it, information confirming
the participation of the personal data subject in
relations with LLC "MOBIS MODULE CIS"
(contract number, date of signing and (or) other
information), or information otherwise confirming
the fact of processing the personal data of LLC
"MOBIS MODULE CIS", the signature of the
subject of personal data or its representative.

A sample request form is given in Appendix No. 5.

The request can also be sent in the form of an
electronic document and signed by an electronic
signature in accordance with the legislation of the
Russian Federation. If the above information is not
reflected in the appeal (request) of the personal
data subject, then a motivated refusal is sent to it.

5.4. If the requested information was provided to
the subject of personal data at his request, he is
entitled to apply again to the Company or send a
second request in order to obtain this information
and to familiarize himself with them no earlier than
30 days after the initial request or sending the
initial request.

Prior to the expiration of this period, the personal
data subject may reapply to the Company or send a

TOYYEHHBIMM WJIM HE SIBJIAIOTCS HEOOXOIMMBIMH
UL 3asBJIEHHOM 11e7M 00paboTKH;

5.1.4. or3BIB cornacus Ha 0GpaGoOTKy MEPCOHATBHBIX
JAaHHBIX;

5.1.5. npuHSATHE MPEXYCMOTPEHHBIX 3aKOHOM Mep
II0 3aIIUTEe CBOKX IIPaB;

5.1.6. obxanoBaHWe neiicTBUS WM Ge3meHCTBHA
OO6wecTBa, OCYIIECTBIAEMOr0 ¢ HApyHICHHEM
TpeGoBaHMii  3aKOHOHaTeNbcTBA  Poccmiickoit
@enepaii B 06JIaCTH NMEPCOHANBHBIX JaHHBIX, B
YHOJIHOMOYEHHBIH OpraH 1O 3alure MpaB
CyOBEKTOB MEPCOHANBHBIX JAHHBIX WIH B CYI;

5.1.7. OCYILIECTBIICHHE HHBIX npas,
IIPEyCMOTPEHHBIX 3aKOHOAATENHCTBOM
Poccuiickoii ®epepanuu.

5.2. Ceenennsa (MHGMOpMAIMs) COTJIACHO MyHKTAM
511 wm 5.1.2 npenocraBiusorcs  CyGheKkTy
TICPCOHAJIbHBIX JIAHHBIX HJIHA €r0 MpeNCTABUTEIIO
noppasaencaueM OOlIECTBa, OCYIIECTBISIOMMIM
00pabOTKy ~ MepCOHANBHBIX  NAaHHBIX,  TIPH
oOpaienyy TG0 P MOy YEHHH 3a1poca.

5.3. 3anpoc noimkeH comepxkaTh HOMEP OCHOBHOTO
AOKYMEHTa, yAOCTOBEPSIOMEr0 JIMYHOCTE CyOBeKTa
HNEPCOHANBHBIX [AaHHBIX I €ro MHPEICTaBHTENS,
CBEJICHHS O JaTe BbIIa4M YKAa3aHHOTO JOKYMEHTa U
BbIJIaBIIEM ero oprase, CBEIEHHS,
MOATBEPKIAIOIINE yuyacTue cyOBexTa
MCPCOHANIBHBIX JAHHBIX B OTHOmEHWIX ¢ OO0
«MOBHC MOJIYJIb CHI'» (HoMep morosopa, nata
3aKIIOYEHHMs JIOTOBOpA, YCIOBHOE  CJIOBECHOE
obosHayeHue ¥ (WIH) HHbIE CBENECHHs), JHGO
CBEIICHHs, HHBIM 00pa3oM MoATBepKAaomKe (aKT
06paboTKH mepcoHanbHBIX nanHEX 000 «MOBUC
MOJYJIb CHI'», IIOITHCH cyObekTa
NEePCOHATBHBIX JaHHBIX WK €T0 MPEACTABUTEII.
llpumepnas  ¢opma 3ampoca mnpuBescHa B
Ipunoxenunn Ne 5.

3ampoc MoxeT OBITBH Talkoke HAIpaBieH B (opme
3JIEKTPOHHOTO JIOKyMeHTa H MOAITHCAH
OJICKTPOHHOW MOANHUCHI0O B  COOTBETCTBHH C
3aKOoHOzaTeNbcTBOM Poccuiickoii @enepanyu.

B ciydae ecnu B obpamennu (3anpoce) cyGbexra
[IEPCOHATBHBIX JAHHBIX He OTpa)KeHbI
BBIIIEYKa3aHHbIE CBEJCHHS, TO €My HalpaBjseTcs
MOTHBHPOBaHHBIH OTKa3.

5.4. B cnyyae ecnu 3anpaliMBaeMble CBEICHHS GBUIH
NpeOCTaBNeHbl 17  O3HAKOMIIGHHS CyOBeKTy
HEPCOHATBHBIX AAHHBIX IO €TO 3aIPOCy, OH BIPaBe
06paTUThCs MOBTOPHO B OGLIECTBO WM HAPABHTH
NOBTOPHBIA 3alpoC B LENAX MOJYYEHHS 9STHX
CBCJICHHH ¥ O3HAKOMJICHHSA C HAMH HE paHee 4YeM
depes 30 aHel NOCsIe MEPBOHAYANBHOrO 06 paIIeH s
WJIM HAIPaBJIeHUs MEPBOHAYAIBHOTO 3aIPoca.
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second request in the event that such information
and (or) processed personal data were not provided
to him for examination in full by the results of
consideration of the initial appeal. Repeated
request along with the information specified in
paragraph 5.3 of this Policy shall contain
Justification of the direction of the repeated
request.

5.5. The Company has the right to refuse to the
subject of personal data in the execution of a
repeated request that does not comply with the
conditions provided for in paragraph 5.4 of this
Policy. Such refusal should be motivated.

5.6. The right of the personal data subject to
access to his personal data may be restricted in
accordance with Part 8 of Article 14 of the Federal
Law "On Personal Data" in the event that the
access of the personal data subject to his personal
data violates the rights and legitimate interests of
third parties.

5.7.  Answers to written requests of subjects of
personal data and organizations are given in
writing in an amount that ensures the
confidentiality of personal data.

A motivated refusal to provide the requested
information is sent if the personal data subject or
organization does not have the right to access the
requested information or the request does not
comply with the requirements of the Federal Law
"On Personal Data".

5.8. All inquiries received by the Company from
personal data subjects, revocation of consents and
other written statements regarding the processing
of personal data are subject to registration in the log
book by the personnel department.

Ho ucTeuenns 3Toro cpoka CyGBEKT NEPCOHATBHBIX
JAHHBIX BIpaBe 0OpaTUTHCS MOBTOPHO B OBImEcTBO
WM HalpaBUTh IIOBTOPHBIH 3alpoc B CIIyyae, eciu
Takue CBeAeHud W (wm) obpabaTeiBaeMble
NEePCOHANbHBIE JaHHbIE He OBUIM MPEeNOCTaBJICHEL
€My i1 O3HaKOMIICHHS B TNOJHOM oOBEME IO
pe3ynbTataM  pacCMOTPEHHS IEPBOHAYAILHOIO
obpamenus. IToBTOpHBI 3ampoc Hapsamy co
CBEHCHHUAMH, YKa3aHHBIMU B IyHKTe 5.3 HacTosAwmIeH
Ilonutaku, nomwkeH comepxaTe O0GOCHOBaHHE
HarpapJIeHHs TIOBTOPHOTO 3a1poca.

5.5. OOwectBo BhpaBe OTKazaTh CyOBEKTY
NEPCOHANBHBIX JIAHHBIX B BHITIOJIHEHAH HOBTOPHOTO
3alpoca, HE  COOTBETCTBYIOLIETO  YCJIOBHSM,
MpPeAyCMOTPEHHBIM  IIYHKTOM 5.4  HacTosmei
[lomutuxu.  Takoif  oTka3  JomKeH  OBITH
MOTHBHPOBAHHbIM.

5.6. IlpaBo cyObekTa MEPCOHATBHBIX NAHHBIX HA
JOCTYII K €T0 IIEPCOHATBHBIM JaHHBIM MOXET OBITH
OTPaHUYECHO B COOTBETCTBUM C HacCThIO 8 crareu 14
DenepanbHOro 3akoHa «O MEPCOHATBHBIX JaHHBIX)
B TOM cCly4ae, €CIH JocTyn cyGbekTa
NEPCOHANIBHEIX JAHHEIX K €ro MepCOHAIbHBIM
JAAaHHBIM HapyliaeT NpaBa M 3aKOHHBIE HHTEPECHI
TPETHUX JIHII.

5.7. OTBeTHl Ha TMCHMEHHBIE 3aMpPOCH CyOBEKTOB
NEPCOHAIBHBIX JAHHBIX W OpraHd3amiii JaloTcs B
IMCBEMEHHOH (opMe B oObeMe, 00ecIeUnBaIOIEM
KOHQHM/ICHIHATBHOCTh  NMEPCOHANBHBIX  JAHHBIX.
MoruBHpOBaHHBI OTKa3 B  HPEJOCTABICHHH
3anpaiMBaeMold HHQOPMALMK HANPABJISETCS, €CIH
CyOBEKT MEPCOHATBHBIX JAHHBIX WM OpPraHH3alliisl
He ofnafiaeT MpaBaMM JIOCTYNa K 3anpallHBaeMoit
MHQOpPMAlM MM  3alPOC  HE COOTBETCTBYET
TpeboBaHuaM  DepmepaibHoro  3akoHa — «O
MEPCOHANBHBIX TAHHBIX).

5.8. Bee moctymatomue OGIIECTBY OT CyBEKTOB
NEPCOHANIBHBIX IAHHBIX 3aNIPOCHI, OT3bIBEI COTTIACHH
M WHbI® MHCBMEHHEIE 3asBICHHUSA IO BOIpPOCY
06pabOTKH MepCOHANBHBIX JAHHBIX IOJUIEKAT
PETHCTpAIiK B XXypHAJIE y4eTa OTAEJIOM MIepCOHAIA.

6. TERMS OF PERSONAL DATA
PROCESSING
In the "MOBIS MODULE CIS" LLC

6.1. Processing of personal data in the Company
is carried out with the consent of the subject of
personal data to process his personal data, unless
otherwise provided by the legislation of the
Russian Federation in the field of personal data.

6.2. The Company does not disclose to third
parties without the consent of the personal data

6. YCJIOBHUSI OBPABOTKH
HEPCOHAJIBHBIX TAHHBIX
B 000 «MOBUC MOJYJIb CHI'»

6.1. OO6paboTka MEpPCOHATBHBIX NAHHEIX B
O61uecTBe OCYIIECTBIAETCS ¢ COMIacHs CyGHEKTa
HEePCOHAIBHBIX  JIaHHBIX Ha 00paGoTKy ero
NEPCOHANBHBIX  JAHHBIX, €CJAHM HHOE  He
MPEIYCMOTPEHO 3aKOHOJATENILCTBOM Poccuiickoii
Oenepanuy B 0651aCTH MEPCOHATBHBIX JaHHBIX.

6.2. O6mectBo 6Ge3 commacua  cyGbekTa
HNEPCOHANBHBIX JAaHHBIX HE PAacKPhIBAET TPETHUM
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subject and does not disseminate personal data
unless otherwise provided by federal law.

6.3. The Company has the right to entrust
processing of personal data to another person with
the consent of the personal data subject on the basis
of a contract concluded with that person. The
contract must contain a list of actions (operations)
with personal data that will be performed by the
person processing personal data, the purpose of
processing, the duty of such person to respect the
confidentiality of personal data and ensure the
safety of personal data in processing them, as well
as the requirements for protecting the processed
personal data in According to Article 19 of the
Federal Law "On Personal Data".

6.4. Access to the personal data processed in the
Company is allowed only to employees of the
Company who hold positions included in the list of
positions of the Company's structural divisions, the
replacement of which involves the processing of
personal data. The list of positions is Section 10 of
this Policy.

6.5. In order to ensure the safety of the
Company's employees and other persons, as well
as the safety of the property, both the throughput
and the intra-facility regimes are organized on the
territory of "MOBIS MODULE CIS" LLC.

The Company and (or) the security company (in
accordance with Clause 6.3 of the Policy) have the
right to process personal data voluntarily provided
by visitors at the Company's entrance, filling out
the consent form for the processing of personal
data (Appendix No. 4A to the Policy).

JULIAM H HE PpaclpoCTpaHieT MepPCOHAJBHBIE
JAaHHBIe, €CIH HHOE He  MPELyCMOTPEHO
(benepatbHBIM 3aKOHOM.

6.3. OO6mecTBo BHpaBe MOPY4YUTH 06PabOTKY
MEPCOHAIBHBIX NAHHBIX JPYTOMY JIMILY C COTJIaCHS
CyOBEKTa NEPCOHANBHBIX JAHHEIX HA OCHOBaHHH
3aKJIF0YaeMOro ¢ 3THM JIMIIOM AOroBopa. JloroBop
JOJDKEH COACPIKaTh NepeucHb ACHCTBHUI (OnepaLHii)
C IEpCOHANbHBIMM NAaHHBIMH, KOTOpble OyayT
COBEpIIATHECA JIMLIOM, OCYILECTBIISIOLIAM
00paboTKy  MEepCOHANBHBIX  JAaHHBIX,  LIGJIH
00paboTKH, 06A3aHHOCTE TAKOrO JMIA CObIOIaTh
KOHQHICHIHAIBHOCTD I€PCOHANBHBIX JAaHHBIX M
obecrieunBath ~ 0E30MaCHOCTE  MEPCOHANBHBIX
AaHHBIX TpH HX 00paboTke, a TakKe TpeOOBaHMSA K
3a1uTe 06pabaThiBaEMBIX NIEPCOHANIBHEIX JAaHHEBIX B
COOTBETCTBHH CO cTaTheil 19 DemepanbHOro 3aKoHa
«O nepcoHaNBHBIX JaHHBIX).

6.4. Jloctyn k o6paGateiBaeMeiv B O6mLiecTse
NEPCOHAIbHBIM ~ JTAHHBIM ~ pa3peluaercsi TOJBKO
pabotankam OOIecTBa, 3aHUMAOINMM JODKHOCTH,
BKJIIOYCHHBIE B nepeYeHb JOJDKHOCTeH
CTPYKTYPHBIX nofpasgenenuii OOmectea, mpH
3aMeIUeHHH KOTOPBIX OCYIIECTBIAETCS 00pabGoTKa
MIePCOHAIBHBIX JaHHBIX. IlepeueHs JOmKHOCTEN —
Pasnen 10 Hactosmeit Iomuruky.

6.5. B 1memix obecrieuenus Ge30macHOCTH
paboTHukoB OOINECTBA W HHBIX JIMIl, a TakKe
COXPaHHOCTH MMYIIECTBA, Ha Teppuropun OO0
«MOBUC MOJVJIb CHI'» opraHM30BaHHI
NPOIYCKHOM M BHYTPHOOBEKTOBBIM  PEXHUMBI.
O6mecTB0 M (WIM) OXpaHHOe MpeanpHATHE (B
cootBeTcTBHM ¢ 0. 6.3 IloauTHku) Bhpase
obpabaTeiBaTh NIepCOHAJIbHBIC JaHHbIE,
IO0OpPOBOJIBHO NPEIOCTABIEHHBIE [IOCETUTEIAMH Ha
KIIIT O6mectBa ¢ 3anonHeHnemM ¢opmbl Coracus
Ha 06paboTKy [IEPCOHAILHBIX JaHHBIX
(ITpunoxenue Ned k IMomurrke).

MEASURES ADOPTED BY
MOBIS MODULE CIS, LLC
TO PROVIDE THE IMPLEMENTATION OF
THE OPERATOR'S OBLIGATIONS
AT THE PROCESSING OF PERSONAL
DATA

7.

7.1. Measures that are necessary and sufficient to
ensure the fulfillment by the Company of the
operator's obligations under the laws of the
Russian Federation in the field of personal data
include:

- Appointment of the person responsible for
organizing the processing of personal data in

the Company , as well as a person responsible

7. MEPBI, IPHHUMAEMBIE OO0 «MOBHC
MOAYJIb CHI'»
JJISA OBECTIEYEHUSI BRINTOJIHEHU S
OBSI3AHHOCTEM OIIEPATOPA
IIPA OFPABOTKE IIEPCOHAJILHBIX
JAHHBIX

7.1. Mepsl, HeoOXOOMMBIE W [OCTATOYHBIE IS
obecnieyeHus BBIMTOJIHEHUS O6wecTBOM
obs3aHHOCTEH  omeparopa,  TNpPEeXyCMOTPEHHBIX
3aKoHOIaTeIbCTBOM Poccmiickoli ®Denepauuu B
00671aCTH MEPCOHANBHBIX JAHHBIX, BKJIFOYAOT:

Ha3sHAYeHWE JIULA, OTBETCTBEHHOrO  3a
OpraHu3alHo 06paboTKH MepCOHANBHEIX JaHHBIX B
ObmecTBe, a Takke JMIA, OTBETCTBEHHOrO 3a
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for the protection (ensuring the security) of
personal data;

- adoption of local regulations and other
documents in the field of processing and
protection of personal data;

- organization of training and conducting
methodical work with the Company's
employees occupying the positions included in
the list of positions, the replacement of which
involves the processing of personal data;

- provision of signing by all employees of the
Company occupying the positions included in
the list of positions for the replacement of
which the processing of personal data is carried
out, the Obligation not to disclose personal data
according to the form, in accordance with
Appendix No. 1 to this Policy;

- obtaining consent of subjects of personal data
for the processing of their personal data, except
for cases provided for by the legislation of the
Russian Federation;

- Separation of personal data processed without
using  automation tools, from other
information, in particular by fixing them on
separate physical media of personal data, in
special sections;

- ensuring the separate storage of personal data
and their physical media, processing of which
is carried out for various purposes and which
contain various categories of personal data;

- prohibiting the transfer of personal data
through open communication channels,
computer networks outside the controlled area,
and Internet networks without the application
of measures to ensure the security of personal
data established in the Company (with the
exception of public and (or) impersonal
personal data);

- storage of material carriers of personal data in
compliance with the conditions ensuring the
safety of personal data and excluding
unauthorized access to them;

- implementation of internal control over the
compliance of personal data processing with
the Federal Law "On Personal Data" and
regulatory legal acts adopted in accordance
with it, requirements for the protection of
personal data, this Policy, local regulatory acts
of the Company;

3aIIUTY (obecrieuenne 6e3onacHOCTH)
NIEPCOHAIBHBIX AaHHEIX;

~— MPHHATHE JIOKAIBHBIX HOPMATHBHBEIX aKTOB W
HHBIX TOKYMEHTOB B 00,1aCTH 00paGoOTKH U 3aIUTHI
NIEPCOHATBHBIX JaHHBIX;

OpraHu3anuio oOydeHHI ¥ IIPOBEJCHHE
METOIMYECKOH paboTsl ¢ paborHukamu O6mecTsa,
3aHMMAOIMMH  JOJDKHOCTH, BKJIIOYEHHBIE B

NEPEYCHb I[OJ'DKHOCTCI‘;I, IIpA 3aMEILICHUM KOTOPBIX

OCYLECTBIAETCS oGpaboTka MEPCOHATTBHEIX
JIAaHHBIX;

— obecrneueHHe MONMCAHNS BCEMH PabOTHHKAMH
OO6mrecTra, 3aHUMAIOIIUMH JOIDKHOCTH,

BKJIIOYCHHBIC B TEPEYeHb JOJDKHOCTEW, IIpH
3aMeIlEeHHH KOTOPHIX OCYINECTBIsAETCs ob6paborka

NMCpCOHANBHEIX  JaHHBIX, OOs3arenscTBa 0
HEpasTJIAlleHAH MEPCOHANBHBIX NaHHBIX 10 GopMe,
cormacHo IIpunoxkenmro Nel k  HacTosmeit
IonuTHKe;

— HOJIY4YCHHE COITIaCHiH CyOheKTOB MEePCOHANBHBIX
ZIaHHBIX Ha 00paboTKy MX NEepPCOHANBHBIX JAaHHBIX,
32 HUCKIIOYEHHEM CIIy4acB, IIPeXyCMOTPEHHBIX
3aKoHoAaTecTBOM Poccutickoii ®enepanyy;
000cOo6IeHHe  NEPCOHANBHBIX  JaHHBIX,
o0paGaTbiBaeMEIX Ge3 HCIONB30BaHUA CpPENCTB
aBTOMATH3alMH, OT WHOH wuHpOpMalMH, B
YaCTHOCTH ITyTEM HX (MKCAllMH Ha OTIEIbHBIX
MaTepHajIbHBIX HOCHTEIAX MEePCOHANBHBIX JaHHBIX,
B CIIELIMAJIBHBIX pa3Zeax;

obecrieyeHHEe  pa3NENBHOTO  XPaHEHHS
NEPCOHANBHBIX JNAHHBIX M MX MAaTepPUATBHBIX
HocHTeNeH, 06paboTKa KOTOPBIX OCYIIECTBIISETCS B
Pa3IHUYHBIX LETISAX U KOTOPBIE COAEPIKAT pasIM4HbIE
KaTErOpHH NIEPCOHATIBHBIX J1aHHBIX;

YCTAHOBNIEHME  3ampeTa Ha  mepenady
NEPCOHANBHBIX JIAHHBIX 1O OTKPHITBIM KaHATaM
CBA3H, BBIYMCIMTEILHBIM CETAM BHE IPEJE/IOB
KOHTPOJNIUPYEMOW 30HBI, U ceTssM HurepHer 6e3
NPUMEHEHHS yCTaHOBIEHHBIX B ObmecTBe Mep 1o
ofbecrieyeHMIoO  6GE30MACHOCTH  TMEPCOHAIBHBIX
AQHHBIX (33 UCKIIFOUEHHEM OOILEOCTYIHBIX U (MIIH)
06€3/IMIEHHBIX ePCOHANBHBIX JAHHEIX);

XpaHeHHE  MaTepHalibHBIX  HOCHTEseit
NIEPCOHANIBHBIX JTAHHBIX C COOJIONCHHEM YCIIOBHHA,
00eCIeUnBaIOIMX COXPAHHOCTh  HEPCOHATBHBIX
AAaHHBIX M MCKJIIOYAIOIMX HEeCaHKIIMOHMPOBAHHBIH
JOCTYTI K HHM;

OCYIIECTBJIEHHE  BHYTPEHHEr0  KOHTpOJIA
COOTBETCTBHA OOpabOTKH MEPCOHANBHBIX IAaHHBIX
DenepanbHOMY 3aK0HY «O IEpPCOHANBHBIX JAHHBIX)
Y TIPHHSATBEIM B COOTBETCTBHY C HUM HOPMATHBHBIM
IPaBOBBIM  aKTaM, TpeOOBaHHAM K  3alIuTe
NEePCOHANIBHBIX JaHHBIX, Hactosmel IlomuTHke,
JIOKAJIbHBIM HOPMAaTUBHBIM akTam OGIecTBa;
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- other measures provided for by the legislation
of the Russian Federation in the field of
personal data.

VHbIE MEpBL, IpeyCMOTPEHHEIE
3aKoHOMaTeNbCTBOM Poccuiickoit ®enepaunu B
001aCTH NePCOHATBHBIX JAHHBIX.

8. PECULIARITIES OF PROCESSING
PERSONAL DATA OF EMPLOYEES
"MOBIS MODULE CIS" LLC

8.1.  Processing of personal data is carried out
with the help of computer facilities (automated
processing) or with the direct participation of a
person without the use of computer facilities
(manual processing). Automated processing of
personal data is carried out in the SAP ERP
information system in a multi-user mode with
differentiation of access rights, information is
available for strictly defined employees. Personal
files and documents containing personal data of the
Company's employees are stored in lockable
cabinets (safes) providing protection against
unauthorized access.

8.2. Personal computers that contain personal
data are protected by setting access passwords.

8.3. The employee represents "MOBIS
MODULE CIS" LLC reliable information about
himself. The company checks the reliability of the
information by checking the data provided by the
employee with the documents available to the
employee. Submission of fraudulent documents or
false information by the employee when entering
the work is the basis for the termination of the
employment contract.

8.4. When applying for a job, the employee fills
in the Application Form and consent to the
processing of the employee's personal data.

Before the conclusion of an employment contract,
the processing of personal data of Candidates for
filling vacancies in the Company is carried out on
the basis of the Consent to the processing of
personal data of the applicant, the form of which is
given in Appendix No. 3 to this Policy.

8.4.1. The Application Form is a list of questions
about the employee's personal data.

8.4.2. The Application Form is filled out by the
employee independently. When completing the
Application Form, the employee must fill out all of
his fields, give full answers to all questions, avoid

8. OCOBEHHOCTH OBPABOTKH

HEPCOHAJIBHBIX TAHHBIX
PABOTHUKOB
000 «MOBHC MOAYJb CHI'»
8.1. O6paboTka  mepcoHANBbHBIX  JAaHHBIX
OCYIIECTBIAETCS c MOMOIIBIO CpencTs

BBIYHMCIIMTE/IBHON TEXHWKH (aBTOMATH3MpPOBAHHAS
06paboTka) MO0 IPH HEMOCPEACTBEHHOM Y4aCTHH

YeIoBeKa 6e3 HCTIONb30BaHHUS CpPeACTB
BBIYHCITUTETLHOMN TeXHHUKH
(HeaBTOMAaTH3MPOBaHHAS obpaboTka).

ABToMath3MpoBaHHas 06paboTka NepPCOHAIBHBIX
JaHHBIX OCYIUECTBIAECTCA B  MH(OPMALHOHHOM
cucreme SAP ERP B MHOromosis30BaTenbckom
pexuMe C  pasrpaHMYeHHEM TIpaB  JOCTYIa,
MHGOPMAITIA TOCTYIHA JIsl CTPOTO OTPENEIEHHBIX
COTPY/IHHKOB.

JlugHBlE nmena M DOKYMEHTHI,  COfepiKalue
MEPCOHANBHBIC JaHHble paboTHHKOB OOmecTBa,
XpaHATCA B 3anMparommxcs mkadax (ceiidax),
obecreynBarOmMx 3aMUATY oT
HECaHKIMOHMPOBAHHOI'O JAOCTYIIA.

8.2. IlepcoHambHEIE KOMIIBIOTEPB, B KOTOPHIX
CoIepiKaTCsA IEPCOHANBHBIE AaHHBIE, 3aLULIAIOTCS
TIOCPEICTBOM YCTaHOBJICHHS IIapoJiell JOCTyIa.

8.3. Pabormmk mpeacrasnser OO0 «MOBHUC
MOJIVJIb CHI'» moctoBepHble cBemeHHMs o cebe.
OO6mecTBO TpOBepseT JOCTOBEPHOCTh CBELCHHIA,
CBEpAs JaHHbIC, IPEICTAaBICHHbIE PaGOTHHKOM, C

HMEIOIMMHCS Y  pabOTHHKA  [JOKYMEHTAMHU.
IIpencraienue paboTHHKOM MO/ITIOXKHBIX
ROKYMEHTOB WM  JIOXKHBIX CBEIEHMH npH

HOCTYIUIEHHH Ha paboTy SABJSETCA OCHOBAHHEM IJIs
PacTOPIKEHHs TPYIOBOTO JOTOBOpA.

8.4. Ilpu moctymmeHus Ha paboTy paGOTHHK
3aMONHACT AHKETYy W cornacHe Ha o6paGoTKy
NEPCOHANIBHBIX JaHHBIX paboTHUKA. [0 3aKMIOYEeHUS
TPYAOBOrO JOroBopa o6paboTka mNepcoHanbHBIX
AaHHbeX KanoupaToB Ha 3aMelleHHe BaKaHTHBIX
MOJDKHOCTeH  oCymlecTigercs OmnepatopoM Ha
ocHoBaHuu Cornacus Ha 06paGoTKy NepcoHaIbHBIX
AaHHBIX COMCKaTeJIs, hopMa KOTOPOro MpHBEeHa B
npusioxkennn Ne3 k Hactosmest Iomuruke.

8.4.1. Amnkera npencraBiser coboit mHepeucHb
BONPOCOB O NEPCOHANBHBIX JaHHBIX PaGOTHHKA.
842. Amkera  3zamonmsercs  paGOTHHKOM
camocroaTrensHo. Ilpw  3anmonHeHuMm — aHkeTHI
PabOTHHUK MOJDKEH 3aIl0JHATE Bee ee rpadbl, Ha BCe
BONPOCE! J1aBaTh TOJHBIE OTBETHI, HE JOIyCKATh
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corrections or deletions, dashes, blots in strict
accordance with the records contained in his
personal documents.

8.4.3. The Consent to the processing of the
employee's personal data is formalized in
accordance with Appendix No. 2 to the Policy.
8.4.4. The Application form and Consent to the
processing of the employee's personal data must be
kept in the employee's personal file. In the personal
file also stored other personal records relating to
the personal data of the employee.

8.4.5. The personal file of the employee is made
out after the issuing of the order on employment.
8.4.6. All documents of a personal file are filed in
the cover of the sample set in the Company. It
indicates the Full name of the employee, personal
file number.

8.4.7. All documents coming into the personal file
are arranged in chronological order.

8.4.8. The personal file is maintained throughout
the entire work activity of the employee. Changes
made to the personal file must be confirmed by
appropriate documents.

8.5. The personal data of the employee are
transferred to the representatives of employees in
the order established by the Labor Code of the
Russian Federation, only to the extent necessary
for the performance of the specified representatives
of their functions.

HCTIDABIICHMH WM  3auepKUBaHMI, MPOYEPKOB,
NOMapok B CTPOTOM COOTBETCTBHH C 3allHCAMH,
KOTOpbI€ COAEPHKATCS B €TI0 JIMYHBIX JOKYMEHTAX.

8.43. Cornacue Ha 06paGoTKy NepCOHAIBHBIX

AaHHBIX  paboTHMKa odopMiIseTcs  COMIAacHO
Ipunoxenmo Ne2 x [Monutuxe.
8.44. Anketa u cormace Ha 06paGoTKy

NMEPCOHAIIBHBIX  JAaHHBIX pabOTHHUKA  JOJKHEI
XPaHUTHCA B JIMYHOM Jeie paboTHHka. B nudHOM
AEN€  TAKKe  XPAaHATCS  HHBIE  JOKYMEHTHI
HIEPCOHATBHOTO yuera, OTHOCSIIHECS K
NIEPCOHAILHBIM JaHHBIM PabOTHHKA.

8.4.5. JInunoe neno paboTHHKa OpOPMILETCS mOCTe
H3JaHUs NIPHKA3a O IIpHeMe Ha paborTy.

8.4.6. Bce 1OKyMEHTEI JIMYHOTO Je1a MOAMIMBAIOTCS
B 06710kKy 06pasiia, ycraHoBneHHOT0 B OGIecTse.
Ha He#t ykaspBaloTCs (aMmiMs, ¥MS, OT4ECTBO
paboTHHKa, HOMEp JIMYHOTO Aea.

8.4.7. Bce NOKyMEHTHI, MOCTYNAlOMHE B JIAYHOE
JA€J10, PacoNaraloTcs B XpOHOJIOTHYECKOM HOPA/IKE.
8.4.8. JIuynoe neno BemeTcs Ha MPOTSIKEHUH BCEi
TPYAOBOH JEATENLHOCTH paborHHKa. H3meHeHwus,
BHOCHMBIE B JIMYHOC €0, JOJ/DKHBI OBITH
TIOATBEPXKACHBI COOTBETCTBYIOLIUMH JOKYMEHTAMH.
8.5. IMepconanpHsie TAaHHbBIS paboTHuKa
NEPENAIOTC  MPEICTABUTENSIM  paGOTHHKOB B
NOpSAZiKe, YCTaHOBJICHHOM TpYHOBEIM KOAEKCOM
Poccuiickoit ®enepauun, Tonmeko B ToM 0GbeMe,
KOTOPbIi HEO6XOMUM JI1 BBITOTHEHMS YKA3aHHBIMH
NIPEICTABUTEIIAME HX (DYHKITMH.

9. TRANSFER OF PERSONAL DATA
9.1. The transfer of personal data of subjects of
personal data without their consent is allowed in
cases stipulated by the legislation of the Russian
Federation, including:

9.1.1. To extra-budgetary funds (FSS, PFR) in the
amount provided for by law (para 15 of part 2 of
Art. 22 of the Labor Code of the Russian
Federation, Paragraph 2 of Article 12 of the Federal
Law 0f 16.07.1999 No. 165-FZ, Paragraphs 1, 2 of
Article 9, paragraphs 1, 2, 2.1, 3 of Article 11,
paragraph 2 of Part 2 of Article 15 of the Federal
Law of 01.04.1996 No. 27-FZ, paragraph 2 of
Article. 14 of the Federal Law of December 15,
2001 No. 167-FZ, Paragraph 3 of Article 4 of the
Explanations of Roskomnadzor);

9.1.2. In the tax authorities (subparagraphs 1, 2, 4,
paragraph 3 of Article 24 of the Tax Code of the
Russian Federation, subparagraph 5 of paragraph 4
of the Explanations of Roskomnadzor);

9.1.3. On the motivated (indicating the purpose of
the request, references to the legal grounds of the

9. IEPEJAYA IEPCOHAJILHBIX JAHHBIX

9.1. Tlepenaya MepCOHANBHBIX NAHHBIX CYGHEKTOB
MEPCOHANBHBIX  JaHHBIX 0e3 WX  coriacus
MOTYCKAeTCss B CIyYadX MpPeayCMOTPEHHBIX
3aKOHOAATENBCTBOM PD, B TOM unce:

9.1.1. Bo BHeGIOmKeTHEIE QoHBl (DPCC, TIOP) B
o06BeMe, MpeTyCMOTPEHHOM 3aKoHOM (263, 15 u. 2
cT. 22 TK PO, . 2 ct. 12 ®enepanbHoro 3akoHa ot
16.07.1999 Nel165-@3, m.m. 1,2 c1. 9, mm. 1, 2, 2.1,
3 cr. 11, a63. 2 4. 2 cr. 15 ®enepanpHoro 3akoHa ot
01.04.1996 Ne27-@3, m. 2 cr. 14 dexepanbHoro
3akoHa or 15.12.2001 Nel67-®3, a63. 3 m. 4
Paswacnennii Pockomuaizopa);

9.1.2. B HanoroBsIit oprase! (mm. 1, 2, 4 . 3 cr. 24
HK P®, a63. 5 1. 4 PazsacHenmii PockoMHanzopa);

9.1.3. mo MOTHBHPOBaHHOMY (C YKa3aHHEM IiEJH
3anpoca, CChUIOK Ha NPaBOBBIE OCHOBAHHS 3aIpoca,
B TOM 4YHCJI€ IOATBEP)KHAIOMIAE IOJHOMOYHS
OpraHa, HalpaBHMBILUErO 3alpoc) 3ampocy OPraHoB
npokypatypsl (1.1 cT. 22 ®eaepanbHOro 3aKoHa OT
17.01.1992 Ne2202-1, a63. 7 n. 4 PaspacHenwuii
PockoMuanzopa);
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request) request of the prosecutor's office
(paragraph 1 of Article 22 of the Federal Law of
17.01.1992 Ne2202-1, subparagraph 7 of paragraph
4 of the Explanations of Roskomnadzor);
9.14.0On the motivated demand of law
enforcement agencies and security agencies
(Article 6 of the Federal Law of July 29, 2004 No.
98-FZ, paragraph 4 of Part 1 of Article 13 of the
Federal Law 0f 07.02.2011 Ne 3-FZ, paragraph "m"
part 1 Article 13 of the Federal Law of 03.04.1995
No. 40-FZ, subparagraph 7 of paragraph 4 of the
Explanations of Roskomnadzor);
9.1.5. At the request of state labor inspectors when
they exercise supervision and control activities
(para 3 of part 1 of article 357 of the Labor Code
of the Russian Federation, subparagraph 7 of
paragraph 4 of the Explanations of
Roskomnadzor);
9.1.6. In bodies and organizations that must be
notified of a serious accident (Paragraph 5, Article
228 of the LC RF). The list of notified bodies and
the timing of the notification of an accident are
established art. 228.1 of the LC RF.
9.1.7. To military commissariats and (or) local
self-government bodies, to which information
should be submitted about citizens who are subject
to military registration and acceptance or dismissal
from work (Regulation on military registration
approved by RF Government Decree No. 719 of
November 27, 2006).
9.2. The transfer of personal data of subjects of
personal data to third parties is carried out with
their written consent, except when necessary to
prevent threats to the life and health of subjects of
personal data, as well as in other cases provided for
by the Federal Law " On Personal Data ", the Labor
Code of the Russian Federation and other federal
laws.
9.3. With the written consent of the subjects of
personal data, drawn up in accordance with the
form attached to Appendix No. 2, the Company
transfers the personal data of the subjects of
personal data to the following public organizations
in accordance with the agreements concluded with
these organizations for the provision of services:
Insurance companies with which a voluntary
medical insurance contract has been concluded, a
security company that organizes a check-control
regime on the territory of the Company's plant, an
enterprise that organizes public catering in the
territory of the Company's plant and other
companies to whom personal data are transferred
in order to implement and fulfill the functions,
owers and responsibilities assigned to the

9.14. mo  MOTHBHMpOBaHHOMY  TpeGOBaHHIO
[IPAaBOOXPAaHUTEIBHBIX ~ OPraHOB M OPraHoB
GesonacHocTH (cT. 6 (DefepaJpHOrO 3aKOHA OT
29.07.2004 Ne98-®3, 11. 4 4. 1 cr. 13 denepanpHoro
3akoHa oT 07.02.2011 Ne3-®@3, m. «m» u. 1 cr. 13
DenepanpHOro 3akoHa ot 03.04.1995 Ne40-D3, a6s.
7 n. 4 Pazpacrennii PockomMuanzopa);

9.1.5. no 3ampocy rocyapcTBEeHHBIX HHCIIEKTOPOB
Tpyda TIpU OCYWIECTBACHMH HMH HAJ30pDHO-
KOHTPOJILHOM AeaTensHOCTH (263. 3 4. 1 cr. 357 TK
P®, a63. 7 n. 4 Pazpacrenmuii PockomHansopa);
9.1.6. B opraHbl U OpraHU3alKK, KOTOPhIE NOJDKHEI
OBbITb YBEIOMIIEHBI O TSDKE/IOM HECYACTHOM CIIyqae
(ab3. 5 cr. 228 TK P®). Tlepeuens omoBemaeMbix
OpraHOB W CPOKH HalpaBjieHHS H3BCIICHUH O
HECUaCTHOM CJIydae ycTaHoeieHsl ¢T. 228.1 TK PD.
9.1.7. B BOeHHBIE KOMHCCApHATHl W (WMIH) OpPraHbI
MECTHOTO CaMOYIpPABJICHHs, B KOTOPHIE IOJDKHBI
TOAaBaThCA CBEJICHUA O IPaXKJaHaX, IOAIEKAIIHX
BOHWHCKOMY Y4€Ty M NIPHHITHIO WIH YBOJIBHECHHUIO HX
¢ pabotei (IlomokeHHe O BOMHCKOM yueTe,
yrBepxaeHHoe IloctaHoBnenuem IIpaBurenscTBa
P® or 27.11.2006 N 719).

9.2. Tlepenaya mepcOHANBHBIX AAHHBIX CYOHEKTOB
NEePCOHANBHEIX  JAHHBIX  TPEThbUM  JIALIAM
OCYHIECTBJIAETCSA ¢ MX IMMCBMEHHOrO COIJIAcHA, 3a
HCKIIIOYEHHEM CJIy4daeB, KOrjia 3T0 HeoOXOaUMMO B
LEJIAX MPSAYIPEKAESHHS YTPO3bI )KH3HH H 310POBBIO
CyOBEKTOB NMEPCOHATBHBIX JAHHBIX, 4 TAKOKE B HHBIX
Ciydasx,  OpeaycMOTpeHHBIX  DenepaabHBIM
3aKOHOM "O NepCOHANbHBIX AaHHBIX", TpyHOBBIM
konekcoM Poccmiickoit ®enepauuy ¥ HHBIMEH
benepaTbHBIMH 3aKOHAMH.

9.3. C mnHCBMEHHOTO corylachs CyGHEKTOB
NIEPCOHANIBHBIX JaHHBIX, COCTABIEHHOTO MO (opme
corlacHo mpuwioxkeHnro N 2, O6mecTBoM
OCYILIECTBJISETCS NEpeAaya MepCOHANBHBIX JaHHBIX
CyOBEKTOB INEPCOHANBHBIX AAHHBIX CIEAYIOLIMM
OOIIECTBEHHBIM OPraHU3alMAM B COOTBETCTBHH C
3aKMIOYE€HHBIMH € 3THMH  OpraHM3alHsaMHU
AOTOBODAMH HA OKa3aHWe YCIyr: CTpaxOBEIE
o0mecTBa, C KOTOPHIMH 3aKITIOYeH JOrOBOP
HOOPOBOJNIBHOTO ~ MEAMILMHCKOTO  CTPaXOBaHWA,
OXpaHHOe NPEANIPUATHE, OpraHuzyolee
KOHTPOJIEHO-TIPOIYCKHOM DPEKHM Ha TEPPUTOPHU
3aBofga OOwecTBa, NpeIIPUATHE, OPraHH3YIOIee
OOILIECTBEHHOE NHUTAHME HA TEPPUTOPHH 3aBOAA
O6mectea ¥ 1pyrue KOMIAHMH, KOTOPBIM
NepeflatoTCd  NEPCOHATBHBIE [OAaHHBIE B  IESX
OCYIIECTBJICHHs] U BBIIIOJIHEHHS BO3JIOKCHHBIX HA
O61mecTBo GyHKIMI, HOTHOMOYHMI U 0OSI3aHHOCTEA.

TpchrpaHHqHasl nepenava nepCoOHaAIbLHBIX JaHHBIX
MOXET OCYWECTBIATECSI B COOTBETCTBHM C




HYUNDAI

Otaen: opunuyecknii
Beezneno: 22.08.2017

000 «(MOBUC MOAYJIb CHI'» |

IMonmuTaka 06paboOTKH K 3aLUUTHI IEPCOHATBHBIX JAHHBIX
MOBIS 000 MOBHC MOZYIIb CHT» o
Hoxyment Ne: [ Pqnﬁ:inﬂ Ne: 01
Wz nano: 22.08.2017 l

Jlara pesusuu: __.11.2020

Company.

The cross-border transfer of personal data may be
carried out in accordance with the federal law of
July 27, 2006 No. 152-FZ "On Personal Data" in
the territory of foreign states that are parties to the
Council of Europe Convention on the Protection of
Individuals with Automatic Processing of Personal
Data, as well as other foreign countries, providing
adequate protection of the rights of subjects of
personal data, and may be prohibited or restricted
in order to protect the foundations of the
constitutional order of the Russian Federation,
morality, health, rights and the legitimate interests
of citizens, ensuring the country's defense and the
security of the state.

denepanshbIM 3akoHOM 0T 27 mrons 2006 roma Ne

152-03 «O nmepcoHaIbHBIX  JAHHBIX»  Ha
TepPUTOPHH HHOCTPaHHBIX roCyaapcTB,
apngromuxcs  cropoHamu  Koweenmmm  Cosera
Espomsi 0 zammre ¢usudeckux sgmm npu

aBTOMATHU3MPOBAHHOH 00paboTKe MEePCOHAIBHBIX
AaHHBIX, & TAKXKe MHBIX MHOCTPAaHHBIX IOCYIapCTB,
ofecrieumBarOIMX ~ aEKBAaTHYIO 3alMTy MpaB
CyOBEKTOB IEPCOHANBHBIX JAHHEIX, H MOXET GBITH
3anpeeHa Wiy OrpaHu4eHa B LEJAX 3aIUTE OCHOB
KOHCTHUTYI[MOHHOTO cTpos P®, HpaBCTBEeHHOCTH,
3AOPOBBA, MPAB M 3aKOHHBIX WHTEPECOB IPaKIaH,
obecrieueHuss OGOPOHBI CTpaHBl U 6GE30HACHOCTH
rocynapcTaa.

10. MAIN PARTICIPANTS OF THE
PROCESS OF PERSONAL DATA
PROCESSING

10.1. Personal data processing is allowed only for
employees of the Company, whose access to
personal data is necessary for the performance of
their work duties. These employees have the right
to receive only those personal data and to the extent
that they need to perform their duties.

The list of positions with an indication of the
categories of personal data to which they are
admitted is approved by the order of the General
Director.

10.2. The transfer of personal data between the
structural divisions of the Company is carried
out on the basis of a request in the form in
accordance with Appendix No. 7, provided that
the employees of the requesting division:

- have access to such personal data in

accordance with the approved List of PD

positions;

- signed the Obligation on non-disclosure of

personal data in the form of Appendix No. 1.
10.3.The main participants involved in the

processing of the Company's personal data are:

10.3.1. General Director:

* determines, examines and approves the
Company's policy regarding the processing
of personal data;

* appoints:

- person responsible for the organization of
the processing of personal data;

person responsible for the protection
(ensuring the security) of personal data.

10. OCHOBHBIE YYACTHHUKMU ITPOIIECCA
OBPABOTKH IEPCOHAJIBHBIX JTAHHBIX

10.1. K o6pabotke mNepCOHANBHBIX JAHHBIX
AOMyCKaloTCa  Toneko paborHukk  OOiecTBa,
ROCTYN K TEPCOHANBHBIM JIAHHBIX KOTOPBIM
HEOOXONMM /Ui WCTOJHEHHs HMMH TPYIOBBIX
o0s3aHHOCTeH. YKasaHHble pPaGOTHHKM HMEIOT
MPaRO IMOJIy4aTh TONBKO T€ NEPCOHANBHEIE JaHHbIE
U B TOM 00BEME, KOTOpBIE HEOOXOMMMEBI MM JUIS
BBITIOJIHEHHSA CBOMX JOJDKHOCTHBIX 06A3aHHOCTE}A.
Ilepeyenr nomkHOCTEH C ykasaHueM KaTeropwii
NePCOHANBHBIX  JaHHBIX, K KOTOPHIM  OHH
AOTYIICHBI, YTBEPXKIAETCS MPHKA30M reHepaIbHOro
aupekropa (nanee — Ilepedens nomkaoctei I11TH).
10.2. Tlepenaua mepcoOHAIBHBIX NAHHBIX MEXIY
CTPYKTYPHBIMH  mofpasaeneHusMu  OOluecTsa
OCYIIECTBIIETCS HA OCHOBAHMH 3arpoca mo Gopme
cornacHo Ilpunoxenuto Ne7 mpu yciosuu, uYTO
COTPYTHHKH 3aNpalliBaIOIIero NOApasie/ICHH:
- HMEIOT AOCTYI K TAKUM NEPCOHAIBHBIM JaHHBIM B
COOTBETCTBHH C  YTBEPXKHEHHBIM Ilepeunem
JosokHocter T1][u;
- moanucayu OO6A3aTENBCTBO O HEpasIMallCHHH
NePCOHAIBHBIX JaHHBIX 1O (opme IIpunoxeHus
Nel.
10.3. OcHOBHBIMH YYacTHHKaMHU,
3a[eiCTBOBaHHBIME B mporecce  06paGoTKH
MICPCOHANIBHBIX JaHHBIX OOIIeCTBa, OTHOCATCS:
10.3.1. T'enepaJibHbIi THpEKTOP:

® ONpEJENseT, PacCMaTpHBaeT M YTBEPIKAAET

nojgutuky O6lmectBa B OTHOLIEHHH
06paboTKH NePCOHANBHBIX JaHHbIX;

® Ha3HavYaer:
- JIALO, OTBETCTBEHHOE 33 OPTaHHU3ALIHIO TPOLEecca
06paboTKH NePCOHATIBHBIX JAHHBIX;
- JIMLIO, OTBETCTBEHHOE 3a 3ammTy (0becnedeHue
0€30MacHOCTH) IEPCOHANILHBIX JAHHBIX.
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10.3.2.

10.3.3.

The person responsible for organizing
the processing of personal data:

* organizes and controls the development of
the process of processing personal data
(performed using automation or without the
use of such tools, including on paper) in
accordance with the requirements of the
Legislation on Personal Data and this
Policy;

* organizes the reception and processing of
requests from subjects of personal data or
their representatives and (or) monitors the
reception and processing of such requests;

* develops and submits for approval policy
(s) and local documents relating to the
processing of personal data;

* organize and supervise the signing by all
employees of the Company occupying the
positions included in the list of positions for
which the processing of personal data is
being performed, the Obligation not to
disclose personal data in accordance with
Appendix No. 1 to this Policy.

Person responsible for the protection
(ensuring the security) of personal data:

* organizes the processing and protection of
personal data processed using automation
tools in personal data information systems in
accordance with the requirements of the
Legislation on Personal Data;

* monitors compliance with the rules, acts,
and other documents approved by the
Company that regulate the protection of
personal data processed using automation
tools in personal data information systems,
and also updates these documents;

* participates in the conduct of official
investigations into the facts of revealed
violations of the procedure for processing
personal data.

10.3.2.

JIHIIO, OTBETCTBCHHOC 32 OPraHu3anHio

npounecca 00paGoTKH NePCOHANLHBIX AAHHDIX:

10.3.3.

(obecneuenne

OpraHM3yeT M KOHTPOJIHpYeT pa3paGoTKy

mporecca  oOpalOTKM  MepCOHANBHBIX
JaHHBIX (COBEPILIAEMBIX C HCIIOJIb30BAHHEM
CPEeACTE  aBTOMaTH3allMd WK  0e3

HCTIOJIb30BaHMsA TAKUX CPEICTB, B TOM YHCIIE
Ha GyMaXHBIX HOCHTENSX) B COOTBETCTBHH
¢ TpeOoBaHMAMH 3aKOHOIATENLCTBA O
NEPCOHANBHBIX JAHHBIX W  HACTOSIEH
Iomryku;

OpraHusyeT TipHeM H  00paboTky
obpamieHMif M 3aPOCOB  CyOBEKTOB
MEPCOHAJIGHBIX ~ JAaHHBIX  WIH  HX

TPeACTaBUTENCH M (WIHM) OCYIIECTBISET
KOHTPOJIb 32 IPHEMOM H 00paboTKoi Takux
obpalieHnii ¥ 3anpocos;

paspabaTbiBacT W  OpeNCTaBIsSeT  JUIA
YTBEPXKIACHUA NOMMTHKY (-H) M JIOKAJIbHbIC
HOKYMEHTBI,  KAacalollHecs  BOIPOCOB
06pabOoTKH ITepCOHANBHBIX JaHHBIX;

OPraHM3yIOT M KOHTPOJIHPYIOT HOANKMCAHHE
BCEMH paboTHUKAMH O6mecTna,
3aHMMAIOIMMH JIOJDKHOCTH, BKJIFOYEHHEIE B
NepeYeHb JOJDKHOCTeH, IpH 3aMeIleHHd
KOTOPBIX  OCyIlecTBisiercs  06paboTka
TIEPCOHANTBHBIX JaHHBIX, OO0s3aTeNbpCTBA O
HEPasIJIallCHUH NEePCOHAIBHBIX JAHHBIX 10
dopme, cornacuo Ilpwinoxkenmo Nel k
Hactogweii [TonuTuke.

JIuio, OTBeTCTBEHHOE 32  3AIHTY
6e30MaCHOCTH) MEPCOHATBHBIX

AAHHBIX:

opranusyer  00paGoTKy ©  3amuTy
[EPCOHANIBHBIX JAHHBIX, 00pabaTeIBAEMBIX
c HCIOJIB30BAHHEM CpencTB
aBTOMaTH3allid, B  HMH(MOPMAIMOHHBIX
CHCTeMax MEPCOHANBHBIX [JaHHBIX B
COOTBETCTBHH c TpeOOoBaHUAMHU
3aKoHOIATENbCTBA O  MEPCOHATBHBIX
JAHHBIX;

KOHTPOJIHPYET cobmoeHue
yTBepKIeHHBIX B O6IecTBe MpaBul, aKTOB,
HHBIX JIOKYMEHTOB, DPEIJIAMEHTHPYIOUMX
3aIUTY NIEPCOHAIBHBIX JaHHBIX,
06pabaThIBaeMBIX ¢  HCIOJIB30BAHHEM
CpeAcTB aBTOMAaTH3AI[HH, B
HMH(pOPMAIHOHHBIX cUcTeMax
MEPCOHANBHBIX  HaHHBIX, a4  TakKe
OCYIIECTBIIACT aKTyaTU3alMIO YKA3aHHBIX
JOKYMEHTOB;
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10.3.4. HR Department

Employees of the HR department have
access to and process personal data of
employees of the Company, as well as
candidates for filling vacant positions within
the limits allowed by the following
processing purposes:

®*  maintaining personnel work and
organizing accounting of the Company's
employees;

e  attraction and selection of candidates
for work in the Company;

e life insurance against accidents and
registration of a voluntary health insurance
policy;

¢  payment of wages and other payments
in accordance with the Labor Code of the
Russian Federation;

o  formation of statistical reporting;

e  regulation of labor and other relations
directly related to them.

10.3.5. Employees of Accounting Department:

- have access to the personal data of
employees and carry out their processing in
the amount necessary to fulfill their job
responsibilities for processing payment
documents when transferring wages and
other payments in accordance with the LC
RF.

10.3.6. IT Department:

- determines the composition of information
systems of the Company's personal data;

- determines the list and types of threats to
the security of personal data relevant to the
information systems of the Company's
personal data;

- determines the necessary level of
protection of personal data when processing
them in the information systems of the
Company's personal data;

- creates a system for the protection of
personal data, including organizational and
technical measures to ensure the security of
personal data, including:

-use of information protection means that
have passed the established procedure for

® YyYaCTBYeT B TIIPOBCOCHHH ClIyKE€OHBIX
paccrienoBanuii 1o (akTaM BBIABIEHHBIX
HapyIIeHu# nopsaaka o6paboTku
HEPCOHANTBHBIX JAaHHBIX.

10.3.4. Otaen nepconana:

Cotpynuuku oT/ieNa NepcoHana UMEOT AOCTYH H
obpabateiBatoT [IEpPCOHAJILHEIE JaHHbIE
pabotaukoB OOmiecTBa, a Takke KaHIHUIATOB HA
3aMellleHHe BAaKAHTHBIX NODKHOCTEH B Mpejenax,
AOMYCTHMBIX CJICYIOIMMH LIeJIIMH 00paboTKH:

® BeICHHME KaJpOBOH paGOTHI M OpraHM3alUu

ydera paGotHukos O6imecTBa;
® TpHBICYECHHE M OTOOp KaHAWJAaTOB Ha

paboty B OGiuecTse;

® CTPaxOBaHME JKU3HH OT HECYAaCTHBIX
ciydaeB M odopMileHHE  MOJIHCA
Jo6GpoBonsHOrO MEIHITMHCKOTO
CTpaxOBaHUS;

® BBIUIATa 3apa0OTHOM TIWIATBI M MHBIX
BBILUIaT cornacHo TK Pd;

* ¢opMupOBaHHE CTaTHCTHYECKOM

OTYETHOCTH;

® pETyIMpPOBaHWE TPYAOBHIX H
HEMOCPEACTBEHHO CBA3aHHBIX C
OTHOIICHMH.

HHBIX,
HUMH

10.3.5. corpynuuxn Byxraarepun:

- HMMEIT JOCTyl K MNEPCOHAJILHBIM JaHHBIM
paGOTHMKOB M OCYINECTBIIOT MX O0OpaboTKy B
obbeMe, HEOOXOOMMOM IS BHIMOJHEHHMS CBOMX
AOJDKHOCTHBIX  00A3aHHOCTEH 1O  O(OPMIICHHMIO
IUIATEXHBIX  JIOKYMEHTOB IPH  II€PEYHCICHUH
3apabOTHOM IUIaTHl M MHBIX BBIIUIAT B COOTBETCTBHH
¢ TK P®.

10.3.6. otnesn MndopManHoHHBLIX TeXHOIOTHIA:

- OmpedenseT COCTaB HMHGOPMALMOHHBIX CHCTEM
MePCOHAIBHBIX AaHHBIX OO0IIecTBa;

- OIIPEe/IEIIAET IEPEUESHB M THITHI YTPO3 6€30NaCHOCTH
NEePCOHATBHBIX  JAHHBIX,  aKTyalbHBIX Ui
MH()OPMALMOHHBIX CHCTEM IEPCOHAIBHBIX AAHHBIX
O6mmecTBa;

- ornpezenser HEO0XOTUMBIiH YPOBEHB
3aIUINCHHOCTH MEPCOHANBHBIX NAHHBIX INPU MX
o6paboTke B  WHOOPMAIMOHHEIX  CHCTEMaX

NMEPCOHANBHBIX AaHHEIX O6ImecTBa;

- CO3/1aeT CHCTEMY 3all(MTHI IEPCOHAJIBHEBIX JaHHBIX,
BKJIIOYAIOIIYIO OPTaHW3Al[HOHHBIE W TEXHHUYECKHE
MepbI no obecnieyeHuHI0 6e3omacHoCTH
NIEPCOHAIBHBIX IAHHBIX, CPe/IH KOTOPBIX:
-HCNOJIB30BaHAE CPEICTB 3alIUTH HH(MOpPMAIWH,
NPOLIEIUINX YCTAHOBJECHHOM MOPSAKE NPOLEAYPY
OLICHKH COOTBETCTBHS, B TOM YHCJIe INH(PPOBATBHBIX
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the evaluation of compliance, including | (kpumrorpaduueckux) CpencrTs 3aIIUTHI
cryptographic means of information uHopmanum;
protection; - YOPaBICHHE JOCTYNOM K HHGOPMAIMOHHBIM
- management of access to information | pecypcam HHPOPMALOHHBIX cucreMm
resources of information systems of TIEPCOHANBHBIX JAHHBIX;
personal data; - PE3epBHPOBAHWE  TEXHHYECKUX  CPEJICTB,
- reservation of technical means, Iy6nuposanue MAacCHBOB HOCHTEJIeH
duplication of arrays of personal data MEPCOHATBHBIX JaHHBIX;

carriers;
- use of secure communication channels;

- prevention of the introduction into personal
information systems of personal data of
malicious programs and hidden program
packs;

- firewalling to control access, filter network
packets and broadcast network addresses to
hide the structure of information systems of
personal data;

- Detection of intrusions into information
systems of personal data that violate or
create preconditions for violation of the
established requirements for ensuring the
security of personal data;

- analysis of the security of information
systems of personal data, involving the use
of specialized software;

- use of anti-virus protection.

10.3.7. Legal Department:

® monitors legislation and brings to the
attention of interested departments information
on changes in legal norms;

® provides legal protection of the Company's
interests in courts and state bodies on disputes
related to the processing of personal data, as well
as in administrative cases related to violation of
legislation in this area.

= MCTIOJIE30BaHKE 3ALMIIECHHBIX KAHATIOB CBS3H;

- IPEIOTBPAICHHE BHEAPEHHS B HHPOPMALIUOHHEIE
CHCTEMBl IEPCOHAIBHBIX NAHHBIX BPEIOHOCHBIX
TIPOrpaMM M MPOrPaMMHBIX 3aKJIaI0K;

- MEXCETEBOE SKPAHUPOBAHKE C LEJIBIO YIIPABICHHS

AOCTYINOM, (WIBTPAlMd CETEBBIX [AKETOB M
TPaHCIAUMK  CETEBBIX aIpPECOB Uil  CKPBHITHS
CTPYKTYpPEI HUH(pOpPMAIIMOHHBIX CHCTeM
MEPCOHAIBHBIX JAHHBIX;

- ofHapy)eHHe BTOPKCHHIl B HH()OPMALMOHHbIC
CHCTEMBI NEPCOHANBHBIX JaHHBIX, HAPYINAIOLIHX
WIH CO3JAIOUIMX MPENOCEUIKH K HApyLICHHIO
YCTaHOBICHHEIX TpeOoBaHMii 1O obecnedeHuro
6e30MacHOCTH IePCOHANPHBIX JAHHBIX;

- aHamM3  3alMMIICHHOCTH HMH(OPMALHMOHHBIX
CUCTEM MEPCOHANBHBIX JaHHBIX, MPEIIOIAratoLHii
NIPUMEHEHME CTIeLMATU3UPOBAHHBIX MPOrPaMMHBIX
CPEeACTB;

- HCIIONIB30BAHUE CPEACTB aHTHBHPYCHOM 3aIIATHI.

10.3.7. FOpuan4ecknii ormes:

®  OCYIIECTBISAET MOHHTOPHHT
3aKOHOJATeSIbCTBA M JOBEJCHHE 10
CBEICHHS 3aHHTEPECOBAHHBIX
nozpasaeseHui urpOpMaIMHU 06
H3MEHEHHH NIPaBOBBIX HOPM;

e ofecneunBaeT TIPaBOBYIO 3aMUTy
unTepecoe  ObmectBa B cymax

FOCYNapCTBEHHBIX OpraHaX IO CHOpaM,
CBA3AHHBIM C 06pPaGOTKOM NepCOHANBHBIX
AaHHBIX, a TalKe IIPH PACCMOTPEHHH
aJIMMHHUCTPATHBHBIX €N, CBA3aHHBIX ¢
HapylIeHHEM 3aKOHOJaTeIbCTRa B
yKa3aHHO# cepe.

TERMS OF PROCESSING AND
STORAGE OF PERSONAL DATA

11.

11.1. The processing of personal data of the
Company's employees is carried out throughout the
entire period of work in the Company.

11.2. The processing of personal data of candidates
for filling vacant positions is carried out before the

moment of closing the corresponding vacancy /

11. CPOKHA OBPABOTKHU 1 XPAHEHUSI
IMEPCOHAJIBHBIX TAHHBIX

11.1.  O6paborka  mepcoOHANBHBIX  JAHHBIX
paGoTHHKOB OGLIECTBA OCYLIECTBISETCS B TCUEHHE
BCero neproaa pabotsl 8 O6mecTae.

11.2. O6paGoTka  MEPCOHATBHBIX  JAHHBIX
KaHIUIaTOB Ha 3aMEIICHHE BAKAHTHBIX JIOJDKHOCTEE
OCYIIECTBIAETCA ~ [O  MOMEHTa  3aKphITHSL
COOTBETCTBYIOLIECH BAKAHCHH/ OTKA3a KaHIMIATA OT
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refusal of the candidate to participate in the
recruitment process (achieving the processing goal).

11.3. The storage periods for paper documents
containing the personal data of the Company's
employees, candidates for filling vacant positions,
and other persons are determined in accordance with
the List of standard administrative archival
documents generated in the course of the activities
of state bodies, local governments and organizations,
indicating the storage periods approved by the order
of Rosarkhiv from 20.12.2019 N 236.

11.4. Personal data received by the Company on
paper and / or electronic media in connection with
the implementation of economic activities are stored
in the relevant structural divisions of the Company,
whose employees' job responsibilities include
processing personal data in connection with the
implementation of the Company's business
activities, in accordance with the approved List of
positions containing an indication of the categories
of personal data to which they are admitted.

11.5. Control over the storage and use of material
carriers of personal data, which does not allow
unauthorized use, clarification, distribution and
destruction of personal data located on these media,
is carried out by the heads of structural units.

11.6. The storage period for personal data entered in
information systems must correspond to the storage
period for paper originals.

ydactds B mpouecce mopGopa
(nocTwxenue uenu 06paGoTky).

11.3. Cpoku XpaHeHHs ZOKYMEHTOB Ha GyMaKHBIX
HOCHUTEIISX, CONCPXKAIIUX MEPCOHANBHBIC NAaHHBIE
paboTHHKoB OO61IecTBa, KAHAUIATOR HA 3aMEIICHHE
BAKaHTHBIX NOJDKHOCTEH, MHBIX JIHL| OIPENE/IIOTCS

IepcoHasIa

B COOTBeTCTBMM ¢  IlepeyHeM  THIOBBIX
YIIPaBJIEHUSCKHX apXWBHBIX JIOKYMEHTOB,
obpasylomuxcs B [pOLECCE  AEATENBHOCTH

rOCyJJapCTBEHHBIX OpPraHOB, OPraHOB MECTHOTO
CaMOYNpaBJI€HHss M OpraHM3amuii, ¢ YyKazaHHeM
CPOKOB  XpaHEHMs, YTBEP)KICHHBIM IIPHKA30M
Pocapxusa ot 20.12.2019 N 236.

114.  TlepconambHble  JaHHBIE, IONy4eHHbIE
O6mectBoM Ha GyMaKHOM W/MIM 3NEKTPOHHOM
HOCHTENAX B CBA3HM C  OCYLIECTBICHHUEM
XO3JWCTBEHHOH  JIEATENIbHOCTH,  XPaHATCI B
COOTBETCTBYIOLIMX CTPYKTYPHBIX IOPA3EICHUIX
ObmecTBa, K [JODKHOCTHBIM  OGS3aHHOCTAM
pabOTHUKOB  KOTOPHIX ~OTHOCHMTCH — 06paGoTka
NEPCOHANBHBIX IaHHBIX B CBS3U C OCYIECTBICHHUEM

XO34iCTBeHHOM  JeATensHocTd  OO6miecTBa, B
COOTBETCTBHM C  YTBEP)KACHHBIM Ilepeunem
JOJDKHOCTEM c YKazaHHEM KaTeropui
NEPCOHANBHBIX ~ HaHHBIX, K KOTOPHIM OHH
JOTTyLIIEHBI.

11.5. KoHTposp 3a XpaHeHHEM M HCIOIB30BAHUEM
MaTCpUAIbHBIX HOCHTENICH NEPCOHANBHBIX NAHHBIX,
HE JIOITy CKaIOIIHiA HECaHKLIMOHUPOBAHHOE
HCIIONIb30BaHUe, YTOYHEHHME, DPaclpOCTPaHEHHWE U
YHUUTOKEHHE MEPCOHANBHBIX JaHHBIX,
HaXOJUIIMXCS HA 3THX HOCHTENAX, OCYIUECTRIISAIOT
PYKOBOIHUTENH CTPYKTYPHBIX NOAPA3IEIICHHIA.

11.6. Cpok XpaHeHHs NEPCOHANLHBIX JAHHBIX,
BHECEHHBIX B MH()OPMAIIMOHHEIE CHCTEMBI, HOJDKEH
COOTBETCTBOBAaTh CPOKY XpaHEHHS OyMaXKHBIX
OPHUTHHAJIOB.

12. PROCEDURE FOR THE DESTRUCTION
OF PERSONAL DATA AFTER ACHIEVING
THE PURPOSES OF PROCESSING
OR AFTER OTHER LEGAL GROUNDS

12.1. The head of each structural unit of the
Company carries out systematic control and
selection of documents containing personal data with
expired storage periods subject to destruction.

12.2. After making a decision to destroy the selected
documents containing personal data, the head of the
structural unit draws up a draft of the Destruction
Act, listing the documents for destruction, which
must be agreed (by affixing a signature) either by the

12. MOPSIOK YHUUYTOXKEHHUS
NEPCOHAJIBHBIX JTAHHBIX ITPH
JOCTMKEHWM IIEJEA OBPABOTKH
WA ITPA HACTYILIEHWAA UHBIX
3AKOHHBIX OCHOBAHUI

12.1. PykoBomurens  Kakmoro
NoApa3ie/IeHUs Ob6mecTra OCYILECTBIISET
CHUCTEMaTHYeCKHH  KOHTPOIb W  BBIACICHHE
AOKYMEHTOB, COEPKAIIUX MEePCOHANLHEIE JaHHbIE
C MCTEKUIUMH CPOKaMH XpaHEHMS, IOIIEKAIINX

CTPYKTYPHOTO

YHHUTOXKEHHIO. )

12.2. Tlocne MpUHATHA pemieHus 06 YHUYTOKEHUH
BBIICJIEHHBIX JOKYMEHTOB, CoAepIKaIMX
MEPCOHATbHBIE JlaHHEIE, PYKOBOIHTENH

CTPYKTOPHOIO MOJAPa3aeICHUA COCTaBIISIET IIPOCKT
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Person Responsible for the processing of personal
data (to destroy paper documents), or Responsible
for information security (for documents and
information in electronic form).

12.3. Documents in paper form selected for
destruction are destroyed by shredding by the efforts
of the employee, in the course of the performance of
whose official duties they were formed, or by the
head of the relevant department. The form of the
Destruction Act is given in Appendix No. 6.

12.4. If it is impossible to ensure the destruction of
documents on its own by the Organization (for
example, due to their large volume), the
Organization has the right to involve a third-party
organization in the destruction process, subject to the
prior consent of the relevant subjects of personal data
to transfer documents containing their personal data
to such an organization for the purpose of their
destruction,

12.5. Destruction at the end of the processing period
for personal data on electronic media is carried out
by mechanical violation of the integrity of the media,
which does not allow reading or restoration of
personal data, or deletion from electronic media by
methods and means of guaranteed removal of
residual information.

Axra 06 yHHYTOXEHMH, C IlepedHcIeHHEM
AOKYMEHTOB K YHHYTOXXCHHIO, KOTOPBIH MOJDKEH
OBITH COracoBaH (IyTeM IPOCTABIEHHS HIOATINCH)
1160 OTBETCTBEHHBIM 32 06PabOTKy IepCOHAIBHBIX
JaHHBIX (nns YHHUYTOXKEHHSL OyMarXKHBIX
IOKYMEHTOB), 6o OTBeTCTBEHHBIM 3a
MH(OPMALHOHHYIO 6e30M1aCHOCTh (T IOKYMEHTOB
1 nHOPMAIHH B 3]1eKTPOHHOM BHje). Dopma AkTa
00 yHHITOXEHHH npHBeaeHa B [Tpunosxenun Ne 6.

12.3. JTokymeHTsI B GyMaXkHOM BH1Ie, OTOGPAHHBIE K

YHHYTOXXCHHIO, YHUYTOXaAKOTCA IIyTeEM
MpCaAUpPOBaHHUsl CHIIAMHU COTpyYAHHKaA, B MpoIiecce
HCITOJIHCHUS JOJDKHOCTHBIX obs3anHOCTEH

KOTOpOro OHH 06pa3oBaiCh, TM60 PyKOBOAUTENEM
COOTBETCTBYIOLIETO TOIPA3IECIIEHHS.

124. B chydae HEBO3MOXHOCTH OGeCIEUHTH
YHHYTOXKCHHE IOKYMEHTOB COOCTBEHHBIMH CHITAMH,
O6wecTBo  BmpaBe mnpHBIEds K  mpormeccy
YHUYTOXCHHA CTOPOHHION OpTaHH3aLMIO MpH
YCIOBHH TIPE/IBAPUTENBLHOTO IMONMYYEHMs COTJIACHS
COOTBETCTBYIOIUMX  CYOBEKTOB  INEpPCOHATBHBIX
JlaHHBIX Ha Nlepeaady MePCOHANBHBIX NaHHBIX TAKOM
OPraHHa3sNMH B LEIIX UX YHHYTOKCHHS.

12.5. VHuYTOXEHHE 10 OKOHYAHHH CpoKa
obpaboTku MEPCOHANTBHBIX JIAHHBIX Ha
OMIEKTPOHHBIX HOCHTENAX IPOM3BOAMTCH ITyTeM
MEXaHUYECKOro HapyIIeHHs LIEJIOCTHOCTH
HOCHTEN, HE  MO3BOJAIOIIEr0  MPOM3BECTH
CUMTBIBaHHE WIIH BOCCTAHOBJICHHE IEPCOHAIBHBIX
JIAHHBIX, WIH YAAICHHS C ICKTPOHHBIX HOCHUTENCH
METOaMH W CPelCTBaMH  TapaHTHUPOBAHHOIO
yIaJieHHsl OCTaTOYHOM MHpOPMAIMH.

13. RESPONSIBILITY FOR DISCLOSURE OF
INFORMATION,
RELATED TO THE PERSONAL DATA OF
THE EMPLOYEE

13.1. Persons guilty of violating the rules governing
the receipt, processing and protection of the
employee's personal data bear disciplinary,
administrative, civil or criminal liability for not
observing the principles and conditions for the
processing of personal data, as well as for the
disclosure or illegal use of personal data in
accordance with federal Laws.

13.2. Any disclosure of personal data to third parties
in violation of this Policy entails disciplinary
liability in accordance with Art. 81, 90 of the Labor
Code of the Russian Federation, regardless of how
personal data was obtained: as part of the
erformance of their official duties or randomly.

13. OTBETCTBEHHOCTH 3A
PASTJIAIEHUE UH®OPMAIINH,
CBSI3AHHOU C ITEPCOHAJILHBIMHA
JAHHBIMU PABOTHHUKA

13.1. Jluua, BUHOBHBIE B HapymIEHHH HOPM,
PeTyUpyIONINX NOyYeHue, 006paboTKy u 3aluuTy

MEPCOHATBHBIX ~ [aHHBIX  pabOTHHKA,  HECYT
JHMCLUILTMHAPHYIO, aIMMHHCTPATHBHYIO,
IPaXJaHCKO-TIPABOBYIO WIH YTOJIOBHYIO

OTBETCTBEHHOCTh 332 HEOOMIOJCHHE MPUHIMIIOB U
ycioBui 06paGoTKM NEpCOHANBHBIX JAHHBIX, a
TAKKE 33 paslalleHHe WIM ~ HE3aKOHHOE
WCTIONTB30BAHME  NEPCOHANBHBIX  JIJAHHBIX B
COOTBETCTBHU C (peaepanbHBIMH 3aKOHAMH.

13.2. JIroboe pacKpsITHE MEPCOHATBHBIX HAHHBIX
TPETbUM  JIMIaM B  HapylIeHHE HACTOSINEHl
Tlomuruku BJIEUET JUCUMILUTHHAPHYIO
OTBETCTBEHHOCTh B COOTBETCTBHUM CO CT. 81, 90 TK
P®, nezaBucuMo oT TOroO, Kakum obpazom OBITH
TONy4CHBI NEPCOHAILHBIE JaHHBIE: B paMKax
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13.3. The person who received the personal data is
obliged to immediately inform the person
responsible for the processing of personal data or the
immediate supervisor about this in order to
investigate the incident and establish the source of
the leakage of personal data. Further transfer and
illegal disclosure of personal data to third parties is
the basis for bringing to disciplinary responsibility,
including in the form of dismissal in accordance with
clause 6 of part 1 of article 81 of the Labor Code of
the Russian Federation.

MCTIONTHEHHUs CBOMX IOJDKHOCTHBIX OOS3aHHOCTEMH
muabo cyvaifapiM 06pasom.

13.3. Jlumo, nomyuuBmee B pacnopspkeHue
NEPCOHANBHBIE JaHHBIC, O00A3aHO HeMEeIIEeHHO
COOOLIMTEL 06 3TOM OTBETCTBEHHOMY 3a obpabotky
NEpPCOHANMBHBIX JaHHBIX OO HEMOCPeICTBEHHOMY
PYKOBOZMTEIIIO, Ul paccieHOBaHMS HHUMUAEHTa W
YCTaHOBJICHHS] MCTOYHMKA YTEYKHM II€PCOHATBHBIX
AaHHBIX. JlanbkHeHINas mnepesaya H HE3aKOHHOE
pasrialleHHe MEPCOHANBHBIX JaHHBIX TPETHAM
JMIaM SBJISETCA OCHOBAHHEM IS TPHBJICYEHHUS K
AMCUMIUTUHAPHOM OTBETCTBEHHOCTH, B TOM UHCIIE B
BHZI€ YBOJIbHEHHMsS B COOTBETCTBMH 1.6 wacTu 1
craten 81 TK P®D.




IIpunosxcenue N 1

x Honumuxe obpabomxu u
3aUUNLL HEPCOHATLHBIX OQHHBIX
00O "MOBHC MOLYJIb CHI™

OBA3ATEJILCTBO
0 HEPa3IJIAIICHUH NIEPCOHATBHBIX JAHHBIX

(D.H.0,)

(mabenvnsiii Homep, dordrcHOCTY, HaumeHosanue nodpazdenenus 000 "MOBHIC MOJYIIb CHI™)

2

o3HakoMJIeH(a) ¢ [TonmTHko# 06paGoTKM K 3aIMTHI IEpCOHATBHBIX AaHHEX 000 "MOBUC MOJVJIb CHI™ u
TIPHKAa30M IeHEPAIBHOrO AMPEKTOpa OT «_» 2020r Ne_o6 yTBep)KIeHMH MEPEYHS AOJDKHOCTEH yKa3aHHueM
KATeTOPHii MEePCOHANBHBIX NAHHBIX, K KOTOPHIM OHM JOMYLIEHBI H npouHdopMupoBan(a) 06 o6paboTke MHOIO
TNIepCOHAJIBHBIX NaHHBIX, KATErOPHAX 00paGaThIBAEMbIX EPCOHANBHBIX AAHHBIX B CHITY 3aHAMAeMON MHOFO JIOJDKHOCTH
B COOTBETCTBUH ¢ IlepeuHeM momxHocTedt (mpmioxenue Nel k mpukasy oT «» 2020r Ne__ ), a Takke 06
OCOOEHHOCTSIX ¥ MPaBUJIAX OCYILIECTBIEHHS TaKOM 06paGoTKH.

51 0ba3y10Ch:

HC pasrjamarte TPEeTbHMM JIMLAM CTaBIIME MHE W3BECTHBIMH B IpoLIECCE BBINOJHEHUS JOJDKHOCTHBIX
obsi3aHHOCTEH [epCoHaNbHBIC JaHHEIE CYG'BCKTOB IICPCOHANTBHBIX JaHHBIX,

HE3aME/UTHTENIHO COOOIIATh CBOEMY HEIOCPECTBEHHOMY PYKOBOIMTENO B CITy4ae IOMBITKH TPETHHX JIMIJ
NIOJTy4HTh OT MEHA NEPCOHANBHBIE JaAHHbIE CYOBEKTOR NMEPCOHAIBHBIX JaHHBIX.
S mpenynpesnen(a) 06 OTBETCTBEHHOCTH B COOTBETCTBHH C 3aKOHONATEIBCTBOM PoccHiickoii Oenepauyu u

HOpMaTHBHEIMH IoKyMeHTaMu OO0 "MOBHC MOZYJIb CHI™ 3a yMBIIUIEHHOE WK HEOCTOPOXKHOE PasriallcHue
NEPCOHAIbHBIX NaHHBIX CyOBEKTOB EPCOHANBHBIX JAHHBIX.

" 20 . /




Ipunoscenue N 2

k Ilonumuxe o6pabomxu u
3auyumel NEPCOHANLHBIX OAHHBIX
000 "MOBHC MOIYJIb CHI™

COI'JIACHE PABOTHHKA
Ha 06paboTKy mepcoHaIbHbLIX AaHHBIX

HacrosimumM, Bo ncnonsenne TpeGosanuit denepansHoro 3akoHa «O HEPCOHANBHBIX AaHHBIX» Ne 152-@3 ot 27.07.2006 roxa,
o, (®.11.0.), macnopt cepus HOMep BBIJaH
« » T., aIpEC PErUCTPaLIUH:

nato cornacue OGIMECTBY ¢ OrpaHHYEHHOM OTBETCTBEHHOCTEIO «MOBUC MOJYJib CHI'» (azpec: 197701, Poccus, CaHkr-
IetepGypr, r. Cectpopenx, Jlesamosckoe mocce, 1. 20, kopn. 2 crp. 1, UHH 7801463476, OI'PH 1089847097856) ma
00paboTKy MOVIX IEPCOHANLHBIX NAHHBIX B LIEAX;

- PETYTMPOBAHNS TPYA0BBIX OTHOUIEHHI U MHBIX HETIOCPENCTBEHHO CBA3aHHBIX C HUMH OTHOLICHHIA;

- IPUKPILICHNA K IPOrpaMMaM KOPIIOPaTHBHOTO CTPAaXOBAaHUs, HANPABIEHHUs Ha 0OydeHHe, 0hOPMIEHHS KOMAHIHPOBOK, 1
CBS3aHHEIM C 3THM GPOHMpOBaHHEM OIIETOB U OTENeH I IPOKHBAHMSL,

- KOHTPOJIs KOJIMIESCTBA U Ka4€CTBA BBINOIHIAEMOW MHOM pabOTHI;

- obecnieyeHus Moeii 6e30macHOCTH, 6e30IaCHOCTH MHBIX JIHIL B coxpanHocTH uMymectBa OO0 «MOBUC MOJYJIb CHT .

1 nato cornmacue Ha 06paborky OO0 «MOBHC MOJIVJIb CHI» cBoHX NICPCOHANIBHBIX JaHHBIX, TO €CTh COBEPIICHHE, B TOM
HHCIe, CNEAYIOUWMX NEHCTBHH: COOp, CHCTEMATW3AIMIO, HAKOILUICHHE, XpaHEHHe, YTOYHEHHE (oOHOBNEHHE, W3MEHEHHE),
HCIIONIE30BAHNE, PaCIPOCTpaHEHNe (B TOM 4HCle mepenady), obe3nauBanme, GIOKHpOBaHKE, YHHYTOXEHHE MEPCOHATBHEIX
AAHHBIX, & TAloke NPaBO HA NEpenayy Takoi HHPOPMALMK B BHIIICYKa3aHHBIX LEIAX TPETHUM JIALAM, B TOM YHCIIE:

(Haumenosanue, OF'PH, HHH, adpec MECMOHAX0COeHUs)

Ion nepcoHanbHEIMK JAHHEIMY 5 TIOHMMAIO JOGYI0 ME(POPMALHIO, OTHOCSINYIOCA KO MHE KaK K CyOBeKTY MepcOHAIBHBIX
AaHHBIX, BKIIOYAs, HO HE OTPAHUYUBAACE: GaMWINA, HMS, OTIECTBO, TOJI, MECAL, ZATA U MECTO POXIEHHs, afpec, ceMelHoe,
ToJIoXkeHHe, obpasoBaHue, TPODECCHA, HOXOAbl, OGHOTpadyIecKue CBEICHMSA, CBEICHWS O MecTax oOydeHus (ropon,
00pa3oBarenbHOe YIPEKACHHE, CPOKA 00YUEeHN), CBEICHHMS O MECTaxX paboTsl (roposi, Ha3BaHHE OPraHM3aIMH, JOKHOCTD,
CPOKH pabOTbl, IOJUKHOCTHBIE OGS3aHHOCTH, CBE/IEHHS O POLMTENAX U OIM3KHX PONCTBEHHUKAX, CBEJICHHA O MECTE PETHCTPALMH,
NpoXxHuBaHuA, hoTorpaduieckoe H30OpaxkeH e, KOHTAKTHAS HHYOPMALIHS, NACTIOPTHEIC JaHHBIE, a TaK e JPYrHe AaHHLIE, 10
3anpocy  roCylapCTBEHHBIX OpraHoB (MenepanbHOil HANOroBoi cayx6b PO, MoHma COLMATLHOrO CTpaxoBanus PO,
Hencuonnoro donma PO, depepanshoro hoHxa 06S3aTeNBHOT0 MEMIMHCKOTO cpaxoBauusa P®, ['naBHOro ynpasienus mo
Bonpocam Murparud MBJ] P®, CII6 AV «llentp 3ansroctu Hacenenus Cankr-IletepOypra», ['ocyapcTBeHHOM HHCTIEKIAN
TPYZa), a TaK Xke B CIydasx opopMAEHHS MOJIrca 06532TeNbHOT0/ T0GPOBOIEHON0 MEAUIMHCKOTO CTPAXOBAHHS, TIPHAKPEILIeHASA
K IpOTpaMMaM KOPIIOPaTHBHOTO CTPAaXOBAHKsA, HAMpABIEHHs HAa 00yueHne, 0GOPMIEHHS KOMAHIUPOROK, H CBA3AHHBIM C THM
OpoHHpOBaHHEM GHNETOB ¥ OTENEH IyIs POXKUBAHH,

@opma 06pabOTKH NEPCOHANBHBIX AAHHBIX: JEOOBIMH HEOGXOXHMBIMA cnocobamu, TakuMH Kak: (i) aBToMaTH3HpoOBaHHas
00paboTka; (ii) 06paboTka 6e3 HCIONB30BAHMAS CPEICTB aBTOMATH3aLMH (HEAaBTOMATH3NPOBAHHAA), B TOM YHCJIE HA GYMAaXHBIX
HocHTeX; (ii) cMemanHas 06pa6oTka; (iv) XxpaHeHHe MePCOHANBHBIX IAHHBIX B OyMaxHOM BHJIE, a TAKXKE B JJMEKTPOHHOM BHIIE
Ha cepBepax; (V) Apyrue crnocoGs 06paGoTKH, COOTBETCTRYIOIHE LM 06paboTKy IIepCOHANBHBIX JAHHBIX.

IIpomry cunTath OGIEOCTYIHBIME MOH ClIEAYIOLIUE IEPCORANBHEIE NaHHEe: ®UO, NOMKHOCTD U TO/IpasAeNicHne, paboawnii
tenedoH, paGounii anpec SIEKTPOHHOM IOUTEL

Hacrosmee coracue neficTByeT ¢ MOMEHTa [IOAMMCAHAA U IPEKPAIIAETCS:
0 OKOHYaHHH CPOKA XPAHEHHUS TUIHOTO Jena (75 JIeT) MU C MOMEHTA ITOJTydeHHS THCEMEHHOTO OT35IBA COrIIACHSL
C nopsinxom 0T3bIB2 COracks Ha 06pabOTKy MePCOHATBHBIX AAHHBIX 03HAKOMIICH/Ha.

O nopsodxe omseiea coznacus uz ®3 «O nepcoHansHbIX OaHHBIXY (Nel52-®3): «8 cnyuae omssisa cybvexmom NEPCOHAnbHBIX OGHHBIX CO2NACUS HA 06PABOMKY
CBOUX NEPCOHANLHBIX OaHHBIX Onepamop 06a3aH npexpamumy oGPAGOMKY NEPCOHANbHIX OaHHOIX U YHUUMOXCUMb NEPCOHARbHbIE OAHHYIE 6 CPOK, He
npesviuarowuil mpex paboyux OHet ¢ 0amvl NOCHYNIeHUS YKA3AHHO20 OM3bI8A, eClU UHOE He 1PedyCMOMPEHO CONAUICHUEM MENCOY ONEPAMOPOM U cybvexmom
NePCOHANbLHBIX OaHHYIX uny 3axononamenvcmeom Poccuticoii Dedepayuu. OB yHUNMOINCEHUU NEPCOHANLHBIX OQHHBIX onepamop 06s3an yeedomums cybvexma
NEPCOHANbHBIX OAHHBIX RUCLMEHHO Y. TT0ORUHHUK YKAZaAHH20 0 2, NOONUC i CyObeKmoM NePCOHaNbHbIX OaHHBIX Q0NNCeH Bolmb npeocmasner 8 oghuc
komnanuu OO0 “MOBHC MOLYJIb CHI™ naxodswuica no adpecy mecmo Haxoxcdenus: 197701, Canxm-Ilemepbype, 20pod Cecmpopeyx, Jlesamosckoe
wocce, 0. 20, xopn.2 cmp. 1, Poccus, HHH 7801463476, OTPH 108984 7097856).
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Ipunoocenue N 3
x Ilonumuxe o6pabomru u
3QUUmMbt NEPCOHANLHBIX OGHHBIX
000 "MOBHC MOZYJIb CHI™

COI'VIACHE

Ha 00paboTKy nepcoHaNbHbIX AAHHBIX
KaHAHIaTa Ha 3aMeleHHE BAKAHTHOM A0/KHOCTH

Hacrosium, Bo Hcrionuenne TpeGosanmit DenepanbHOro 3aKkoHa «O MEPCOHANBHBIX JaHHBX) No 152-®3 ot 27.07.2006 rona
a1, (®.1.0.), . . ToJla POXKAECHHS, HacIOpT
BHIJIAH « » I., azpec

perucTpanum:
Hato cornacue OGIIECTBY ¢ OTpaHHYEHHOH OTBETCTBEHHOCTHIO «MOBHC MOJYJIb CHI'» (appec: 197701, Cankr-IlerepGypr,
r. Cectpoperk, JIeBamosckoe mocce, . 20, xopm. 2 ctp. 1, Poccns, UHH 7801463476, OTPH 1089847097856) Ha 06paboTky
MOMX NEPCOHANBLHBIX € IIENILI0 PACCMOTPEHNS BOTIPOCA BO3MOKHOM TpyRoycTpoiictee B OO0 «MOBUC MOJIVJIb CHT ».

Ilon mepcoHaNbHEIMM NaHHBIME S TIOHUMAIO mo6yi0 MH(BOPMALMIO, OTHOCAIIYIOCH KO MHE KaK K CyObeKTy mepCOHANBHBIX
AAHHBIX, BKJI0Yasd, HO HE OTPAHHYMBAACH: (aAMIINA, MM, OTYECTBO, MO, MeCAL, faTa poxIeHHs, 00pa3oBaHue, podeccus,
CBEICHMA 0 MecTax 00yueHus (06pazoBaTeLHOE YIpexKaeHue, Cpoku 00y4enns), CBEISHUS O MECTax paGoThI (ropox, nassanve
OpraHu3aluH, JOJKHOCTh, CPOKH paboThl, JOMKHOCTHBIC 0053aHHOCTH), KOHTAKTHas MHMOPMALs.

A naro cornacue Ha 06paorky OO0 «MOBHUC MOJAVIJIb CHI'» CBOMX IepCOHANBHBIX JaHHEBIX, TO €CTh COBEPIICHHE, B TOM
"HCIIe, CHeAYIOMMX NeHCTBHA: COOp, CHCTEMAaTH3amMio, HAaKOILIEHHE, XpaHeHHe, yTouHeHHe (OCHOBICHHE, M3MEHEHHe),
YCTIONb30BAHNE, PAcHpPOCTpaHeHke (B TOM 9HCIE Mepenauy), obe3nuauBanye, GIOKHPOBAHKE, YHAUTOKEHHE NEPCOHATBHBIX
AQHHBIX, a TAlOKe Ha Tepeaady Takoil HHGOpPMaluK OGIECTBY ¢ OrpaHMYEHHOM OTBETCTBEHHOCTHIO "OXpaHHOE IpEeANpUATHE
"Baner-C" (MHH 7826076486 OI'PH 1027810279034 ampec: 190121, r.Cankr-Tlerep6ypr, y. Macrepckas, 1. 9, aut. A, oM.
1H, od. 202, 203) B nenax obecnedenns moeii 6e30macHOCTH, Ge30MacHOCTH MHBIX JIMI CoxpaHHOCTH MMymecTBa OO0
«MOBHUC MOJZIVJIb CHI ».

®opma 06pabOTKH INEPCOHANBHBIX NAHHBIX: JHOGHIME HEOOXOMMBIMH CIIOCOGAMH, TAKHMH KaK: (i) aBTOMaTM3MpOBaHHAN
06paborka; (ii) 06paboTka Ge3 ¥croas30BaHNS CPCACTB aBTOMATH3aLlKH (HEaBTOMATH3MPOBAHHAS), B TOM UHCIE Ha OyMaxkHBIX
HocurenX; (iii) cMemannas oGpabotka; (iv) XPaHCHHE EPCOHANBLHBIX JAHHBIX B GyMa)KHOM BHJE, 4 TAKXKE B 3JIEKTPOHHOM BHJIE
Ha cepaepax; (V) Apyrue crocoGbl 06paGoTKHy, COOTBETCTBYIOMIUE LENH 00pabOTKH NEPCOHANBHBIX AHHbIX.

Hacrosmee cornacue nelictsyeT ¢ MoMeHTa moIHICaHus 1 NPEKpaIaeTCs IpH AOCTIKEHHY Lienelt 06paboTky, TG0 ¢ MOMEHTa
NOJIY4YCHUS MIChbMEHHOI0 OT3HIBA COTJIACHSL.

C nopsaaKoM OT3BIBa COTNIACHS Ha 06paGoTKy NepCOHANBHEIX JAHHBIX 03HAKOMIICH/Ha.

O nopsoxe omsviea coznacus uz @3 «OQ nepconanenblx Oannvixy (Nel52-@3): «e cayuae omsviea CYOBEXMOM NEPCOHANLHYIX OAHNBIX COIACUS
Ha 06pabomky ceoux nepconanvHuX OanHbIx onepamop obszan npexpamume o0bpabomiy NEPCOHANbHBIX OGHHBIX U YHUUMONCUMb
NEPCOHANbHBIE OUHHbIE 6 CDOK, HE NpeLULAIouus mpex pabouux Oweii ¢ damwr nocmynrenus YKA3aHHO20 om3viéa, echu uHoe He
1pecycMompeno coznauenuem mMexcdy Onepamopom u cybveKmom NePCoHanbHbIX OaHHBIX Wil 3axonodamenvcmeom Poccuiicoi Dedepayuu.
06 ynuumoocenuu nepconanvhvix danmvix onepamop obsasawn ysedomums cybvexma NePCOHANbHBIX OAHHLIX nuCbMeHHOY. Tloonunmui
YKA3GHHOZ0 OM3b18Q, NOONUCAHHBLI CYGLEKMOM NEPCONANLHBIX OAHHLIX OONNCEH 6vimy npedcmasnen 6 oguc xomnanuy OO0 “MObBHUC
MOIYIIb CHT™ no adpecy: 197701, Canxm-Ilemep6ypz, 20poo Cecmpopeyx, Jlesawoscioe uiocce, 9. 20, kopn.2 cmp.l, Poccus, HHH
7801463476, OI'PH 1089847097856).
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Ipunoocenue N 4

x Ilonumuxe obpabomuu u
3AUUMBL NEPCOHANLHBIX, OQHHBIX
00O "MOBHC MOIYJIb CHI™

I'enepansroMy mupektopy
000 "MOBHUC MOJIYJIb CHI™
r-gy JIu I'u Can

oT

(bamunus, ums, oTaecTBoO)

(cepus, Homep macmopta, keM u KOT/Ia BBIAH)

(ampec peructparmn)

COT'JIACHE MOCETUTEJA
Ha 00paboTKy NepCcoOHaIbHBIX AaHHBIX
A, )
(amunusa, uMa, oTuectro TIOJTHOCTHIO)
COTPYAHHMK KOMIIAHHY ,

B COOTBETCTBHM CO CT. 9 PenepanbHOro 3akona or 27.07.2006 N 152-03 "O NEPCOHANBHBIX JAHHBIX", HACTOAIINM:

1. cBoGoaHO, B cBOEii BOJIe U B CBoeM HHTepece, 1210 HHPOPMHPOBAHHOE COIJIACHE

O61mecTBY ¢ OrpaHHUEHHOM OTBETCTBEHHOCTBIO "MOBUC MOZYJIb CHI™, (MHH 7801463476, OT'PH 1089847097 856,
anpec: Cankt-Iletep6ypr, . Cectpopen, Jlesamosckoe mocce, 1. 20, k. 2, ctp.1), a Takxke 00IIECTBY C OTpaHMYEHHO
OTBETCTBEHHOCTHIO "OXxpanHOe npennpustre "Baner-C" (MHH 7826076486 OI'PH 1027810279034, appec: 190121, r.Cankt-
IetepGypr, yi1. Macrepckas, z. 9, jur. A, mom. 1H, od. 202, 203) (oxpansas OpraHu3alws, OCYINECTBIOWAS KOHTPOIb H y9eT
Ha KIII1 3aBoga OO0 «MOBUC MOJIVJIb CHI'»)

Ha 00pabOTKy MOHX NepCOHANBHBIX AAHHBLIX TO €CTD COBCPIIEHNE, CIEAYIOMUX AeHCTBHI: c6Op, cucTemaTm3aumIo,
HAaKOIICHHE, XpaHeHNe, YToYHeHHe (OGHOBIEHNE, H3MEHEHNE), HCNOJIb30BaHKe, pacnpoCTpaHeHNe (B TOM YHCIe Tepexady),
oGesnamBanye, 610KUPOBAHHE, YHHITOKEHHE TEpCOHATLHBIX NAHHBIX TIPH OPTaHU3aLHH HPOMYCKHOTO BHYTPHOOBEKTOBOTO
PEXUMOB B LENAX 0GecneyeHns MOeli 6e30MacHOCTH, 6e30NacHOCTH HHRIX JHI ¥ COXpaHHOCTH MMyInectBa OO0 «MOBUC
MOJYJIb CHI ».

IlepeueHp MONX IEPCOHANLHEIX NAHHBIX. H2 06PAGOTKY KOTODBIX 4 1aI0 COTNAcHe: (aMIIIKs, HMs, OTIECTBO, TACHOPTHEE
JlaHHBIC, NAHHEIC BOTWTENICKOTO YHAOCTOBEPEHHS, /aTa POXKICHHS, aJlpeC perucTpauly IO MECTY XKUTEIbCTBA/BPEMEHHOIO
npeGbiBanus, poTorpapudeckoe n300parkeHne (B CIlydae H3TOTOBJIEHHS IOCTOSHHONO TNIPOIYCKa) 3aIliCH BUAEOHAOIO e HHS npu
OpraHHU3allMK IPOITYCKHOrO U BHYTPHOGBEKTOBOTO PEXIMOB.

DopMa 06paboTKY ePCOHANBHBIX JAHHBIX: JOGLIMHI HEOOXOIUMBIMY CTIOCOGAMM, TAKHMH KaK: (i) aBTOMaTu3UpoBaHHas

o6paborka; (ii) 06paGoTka Ge3 Henomp30BaHMS CPEICTB aBTOMATH3aIMK (HEABTOMAaTH3MPOBAHHAN), B TOM UHC/IE HA OyMaxHBIX

2. mOATBEP:KAAI0 CBOIO 0CBEIOMJICHHOCTE
00 OCyIIecTBIIEHMH BHAEOHAGIONCHHS Ha Teppuropun OO0 «MOBUC MOJIYJIL CHI» B BBIMNCYKAa3aHHBIX LEeJsIX. Mecrta
PacTionoxeHuA BUAeOKaMep 0003HAYEHB CHEIHATbHBIMH YKa3aTeJsiMH.

Hacrosmee cornacue geiictayer co must ero moammcanus O AOCTIKEHMA Lenelt 06paboTky, 6o 10 AR NOTydeHus
OT3BIBa B MUCBEMEHHOI (lopme.
C mopsaxoM 0T3bIBa corlacus Ha 06paboTKy MepCOHATLHEIX JAHHBIX 03HAKOMIICH/Ha,

O nopadke omaviea coznacus uz d3 «O nepconanohulx oannvixy (Nel52-03): e cryuae omsviea CYOLEKMOM NEPCONANsHBIX OaHHBIX COZNACUS Na obpabomxy
CE0UX NEPCOHANbHYIX OGHHbIX Onepamop o06sa3an npexpamume 06pabomxky nepconansHex danHuLIx U VHUUMOICUMD NEPCOHANbHbIE OaHHbIE 6 CPOK, He
npesviuarowuil mpex pabouux Oneii ¢ damer NOCIMYNIEHUA YKAAHHO20 OM3bI8A, eCli UHOE He npedycmompeno coznamenuem MedICOY onepamopom u cybvexmom
nepconanshbix Oannsix unu 3axononamenscmeom Poccuiicoii Dedepayuu. O6 ynuumoocenuu NEPCOHANLHYIX OaHHbIX onepamop 06s3an Yyeedomume cybvexma
NEPCOHANBHBIX OAHHYIX NUCH. ». IToo. yKas 0 OM3b16Q, NOONUCAHHYII CYEBLEKMOM MEPCOHANbHLIY OanHbIX Qonvicer Gvimb npedcmasnen & oguc
komnanuu OO0 “MOBHUC MOZYJIb CHI™ Haxo0suuiica no adpecy Mecmo HaxoNcOeHus: 197701, Canxm-ITemep6ype, 20po0d Cecmpopeyx, Jlesauoscxoe
wocce, 0. 20, xopn.2 cmp. 1, Poccus, HHH 7801 463476, OT'PH 1089847097856).
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Hpunooscenue N 44

x Ionumuxe o6pabomiu u
3QUUmMbL NEPCOHANbHBIX OAHHBIX
000 "MOBHC MOIYJIb CHT™

To General Director
“MOBIS MODULE CIS” LLC
Mr. Lee Gwui Seon

from
(full name)
(passport data)
(Registration address)
CONSENT OF VISITOR
for processing of personal data
Hereby I ,

(Full name of visitor)

Employee of a company
9 of the Federal Law of July 27, 2006 No. 152-FZ “On the Personal data”,

,in accordance with article

1. freely, by my will and in my interest, give my informed and conscious consent

to LLC “MOBIS MODULE CIS” (INN 7801463476, OGRN 1089847097856, location: building 1, block 2, h.20,
Levashovskoe road, Sestroretsk, St.Petersburg, Russia 197701) and to LLC “Security Company “Vzlyot-S”, INN 7826076486,
OGRN 1027810279034, location: 190121, Saint Petersburg, st. Masterskaya, 9, lit. A, room 1H, offices 202, 203 (the security
company that provides security service at LLC “MOBIS MODULE CIS”).

for processing of my personal data i.e.: collection, systematization, accumulation, storage, clarification (update, change),
use, distribution (including transfer), depersonalization, blocking, destruction of personal data when organizing access and intra-
facility regimes in order to ensure my safety, the safety of other persons and the safety of property LLC "MOBIS MODULE
CIS".

The list of my personal data for the processing of which I give my consent: surname, name, paternal name (in case of),
passport data, driver’s license data, date of birth, registration address, photographic image (in case of making a permanent pass),
CCTYV tapes.

Personal data processing form: by any necess
including paper-based processing: (iii) mixed processing: (iv) storage of personal data in paper form. as well as in electronic form
on servers: (v) other processing methods consistent with the purpose of processing personal data.

means, such as: (i) automated processing: (ii) non-

2. I confirm my awareness
on the implementation of CCTV monitoring in the territory of MOBIS MODULE CIS LLC for the above purposes. The locations
of the cameras are indicated by special signs.

This consent is valid from the date of its signing until the goals of processing are achieved, or until the date of receipt of a
written response.

I 'am familiar with the procedure for withdrawing consent to the processing of personal data.
The procedure for withdrawing consent Jrom the Federal Law "On Personal Data” (No. 152-@3): “If the subject of personal data revokes consent to the
Dprocessing of his personal data, the operator is obliged to stop processing personal data and destroy personal data within a period not exceeding 3 working days
Jrom the date of receipt of the said revocation, unless otherwise provided by an agreement between the operator and the subject of personal data or Russian
Legislation. The operator must notify the subject of personal data in writing about the destruction of personal data." The original of the said revocation, signed
by the subject of personal data, must be submitted to the office of LLC “MOBIS MODULE CIS” with address: 197701, St. Petersburg, city of Sestroretsk,
Levashovskoe shosse, 20, building 2, bl. 1, Russia, INN 7801463476, OGRN 108984 7097856).

« » 202 r
(Name in full, signature) (date)




000 «<MOBHUC MOAYJIb CHI'»

|
1
HYUNDAI f Tonurika 06pabOTKH 1 3aITHTE! MEPCOHANBHEBIX JaHHBIX
. MOBIS | 000 «os¥HC MOy B CHI» _
J ' J Orzer: IOPUIHIECKHUI | Tlokyment Ne: ; _ Pelmsnx Ne: 01 o
| Beeneno: 22.08.2017 ! H3pano: 22.08.2017 Jlata peBusum: __.11.2020

Ilpunoocenue N 5

Kk Ilonumuxe o6pabomxu u
3QuuUmMbl NEPCOHANLHBLX OaHHBIX
000 "MOBHC MOLYJIb CHI™

3AIPOC
uHpOpManuH, Kacaroweiics 06paboTku MEPCOHAIBHBIX JaHHBIX

Hacrosmmym, Ha OCHOBaHMH cTaThy 14 ®enepabHOro 3ak0Ha «O MePCOHANBHBIX JAaHHBIX» Ne 152-B3 ot 27.07.2006 T.

1, (®.1.0), . . roJia pOXKACHNMS,
BHJ IOKyMEHTA, yIOCTOBEPAIOMIErO TMIHOCTS: cepust 1 HOMep:

BHIJIaH JlaTa BBIAYH: «_ » __r,
aJIpec peruCTpammm: )

npomry OO0 «MOBUC MOJVJIb CHI'» mpesoctaBuTh CIenYIOmy0 HH(pOpMaLMIo, Kacaromyocs o6paGoTKH MoMX
TIEPCOHANBHBIX JAHHBIX*:

TOATBEPKIeHHE (hakTa 00PaGOTKU IePCOHATBHEIX JaHHBIX OTepaToOpoM;
TIpaBOBLIC OCHOBAHMA 1 LENH 06paGOTKU NEPCOHANBHEIX JAHHbIX;
eJTH U IPHMEHAEMBIE ONIEPaTOPOM CIOCOOBI 0GPaGOTKI HEPCOHANBHBIX JaHHBIX;
HaHMEHOBaHHE M MECTO HAXOXKIEHUS OTIEPaTopa;
|_| o6pabaTeiBaeMEBIe epcoHaIbHBIE JaHHEIE;
; CpOKH 06paGOTKH NEPCOHANBHBIX JAHHBIX, B TOM THCIIE CPOKH UX XpaHEHHs,;

|_| MIHEIC CBE/ICHH, IPE/TyCMOTPEHHSBIC (heaepaIbHBIM 3aKOHOM «O MepCOHAIBHBIX AaHHBX» Ne 152-B3 01 27.07.2006 1.,
a MIMEeHHO;

i

il

I

OcHoranue nonarars 06paGoTKy MOMX nepcoHaNbHbIX faHHEX 000 « MOBUC MOJIVJIb CHI »*:

[ | tpymoBete otHOmEHRS:

(yKa3aTh HOMEp TPYIOBOTO JOTOBOPA H/HITH TIPHCBOCHHBIH TaGeIbHbI HOMep)

[ | oromenus no TPYZOYCTPOUCTBY:

(yKa3saTh BakaHTHYIO JOIDKHOCTb H JIATy NOARYH pesioMe)

L] mmsie otHOmeEHNA:

(yxasaTs Kakue)

OTBeT npenocTaBuTe*:

[ ] mourossM otnpasnennem mo MECTy PErHCTpaLyy;
[ ] mrano B pyxm;

[| Ha anextpormyio noury:

« » 202 r
(®.1.0. nonHocTHI0, NOAMHCE) (nara)

* BbiGpats U3 NepedrcieRHoro yTeM IPOCTABAEHHS OTMETKH «V» B oG g
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HYUNDAI  Tlonurmuka o6paboTku

000 «<MOBHUC MOAYJIb CHI'»

M 3aMUTHI IEPCOHAIBHBIX JTAHHBIX

MOBIS | 000 @oBHC MORYIIB CHE

Ortnen: ropunmyeckuii
! Beeneno: 22.08.2017

Pesmsus Ne: 01
Hara pesusun: __.11.2020

Ipunoowcenue N 6
k Honumure o6pabomxu u

3QuUmMbl NEPCOHATLHBIX OAHHBIX
000 "MOFHC MOJYJIb CHI™"

AKT

00 YHHYTOXKEHHH NEPCOHATBHBIX AAHHBIX

r. Cankr-IletepGypr

Hacrosmmii akT cocrasiien

«__» 20 r

Ha OCHOBaHMH 1. 12.2 TToMHTHKH 06paGOTKH ¥ 3aIIUTHI NepCOHANBHBIX AaHHBX 000
CT. 21 DenepaneHOro 3akona «O NePCOHATLHBIX TAHHBIXY No 152-®3 ot 27.07.2006

0 TOM, 9T0 GBUT MPOH3BENECH OTGOP M YHHUTOKEHHE

oGpasonaHmﬂx B IIpOLIECCe ACATEIBHOCTH

(PHO, nanveHoBaHME NOIKHOCTH, CTPYKTYPHOE TOApasfieeHue)

2

a UIMCHHO:

(YxasaTh cTpyKTYypHOE NIOApasencHue)

"MOBUC MOJYJIb CHI™,

HOKYMCHTOB U HHq)OpMaIII/H/I, CoaepKammx NIEPCOHATIbHBIC JAAHHBIC,
000 "MOBHUC MOJTYJIb CHI™,

N /11 [KaTeropus nepcoHasHBIX TaHEBIX

HIT HOCUTEIA

0beEM

PYMUHA YHAYTOXKEHHUS

1.

2.

HepeqncneHHLIe HOCHTEJIM MEPCOHAILHBIX JaHHBIX YHHYTOXEHBI IyTEM:

IlIpenuposanve

MeXaHH4eCKOe HapyIIeHHe
LENOCTHOCTH HOCHTENS

CpeACTBaMM rapaHTUPOBAHHOTO
YAQJICHAA OCTaTOYHOI
HH}popMaLyn

MNOAOMHUCH

[)5(0)

JloJDKHOCTE HHHLHATOpA:

[;] OtBeTcTBEHHHI 32 06paGOTKY TMEPCOHANBHBIX JaHHBIX

000 «MOBHUC MOJYJIb CHI »

D OrtBeTcTBEHHEII 32 HH(POPMALMOHHAYIO 6€30TIaCHOCTE

000 «kMOBHUC MOJIYJIb CHI »




Ilpunoscernue N 7

k Homumuxe o6pabomxu u

3auyumbl NEPCOHANbHBIX OAHHBIX
000 "MOFHUC MOITYJIb CHI™

®opma 3anpoca Ha NPeXOCTABIEHHE IEPCOHATLHBIX AAHHBIX
/Personal Data Request

CocTaBuresip /
Drafter
Otnen/

Department
JomxkHocts /
Position

Crnioco6 obmeHa 1oKyMeHTamH, Cnpagka (6ymaskHbIit OneKTpoHHBbIH 06MeH Hpyroe /
(BBIGPATH HYXKHBIH) / HOCHTEJb/ JIlaHHBIMH / Other
Document sharing method (choose) Official Certificate E-mail sharing

[ [

[lepeuens 3anpammBaemMpix
NEPCOHAIBHBIX JaHHBIX /
List of requested personal data
*B cayuae 3anpoca HHPOpPMALKK B
BUJIE DJICKTPOHHOH Tab/IMIb,
TI0JIyYCHHOM IyTEM BBLITPY3KH U3
CAIL, HeoOX0AMMO TEPEUHCIHTS
3aroJI0BKH CTOJIOI0B
Llens 3anpoca nepcoHanbHBIX AaHHBIX
(B COOTBETCTBHH C IPHKa30M) /
Reason for request personal data (in
accordance with the order)

HOIDKHOCTI) BHECCHA B CITMCOK AOMYIICHHBIX K 06pa60TKe TICPCOHANBHBIX JAHHBIX /

Position is included into the list of employees admitted to PD handling []
OB3aTebCTBO O HePa3IJIALIEHHY IePCOHANBHBIX NAHHBIX OAMICAHO C paboTHHKOM /
Agreement on PD non-disclosure is signed by employee ]
B paGouem nopsiake (2-3 p/aus) / Cpouno (1 p/nens) /
Oteer Ha 3anpoc / Respond Regular order (2-3 w/days) Urgent (1 w/day)
(*B ciyHae cpouHOro 3amnpoca ykasars []

npuunny / specify the reason in case of
urgent request

Ornen Hara
Pykosoaurens ornena/nenapramenra
Manager of Department/HOD
Otnen Hara
Date

Department




